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(57)Abstract: 

PROBLEM TO BE SOLVED: To ensure processing performance for decoding 
enciphered contents data. 

SOLUTION: A data receiver 23 for receiving and decoding contents data 
transmitted from a data transmitter 21 confirms the contents of meta datain which 
information related with the encipherment of the contents data is describedbefore 
processing the contents data. A decoding processing part 43 compares the 
processing contents requested by the meta data with own processing 
performanceand when the requested processing cannot be achieved is decided 
when the decoding is performed by the decoding processing part 43 alonethe 
decoding processing part 43 requests a calculating part 44 to conduct dispersion 
processing of the contents data. The decoding processing part 43 receives and 
conducts the dispersion and decoding of the contents datawhen the 
authentication of the dispersion processing is established with the calculating part 
44which is requested to conduct the dispersion processing. 



CLAIMS 



[Claim(s)] 

[Claim 1]An information processor comprising: 
Contents data. 

A reception means which receives characteristic information information about the 
feature is described to be. 

A recognition means to recognize throughput required of data processing of said 



contents data from said characteristic information received by said reception 
means. 

Throughput required of said data processing recognized by said recognition 
meanslts own throughput measured by comparison means to measure its own 
throughputand said comparison meansA distributed processing means which 
entrusts said data processing not only to a predetermined data processing part 
but to other data processing partsand carries out the distributed processing of 
said contents data when it is judged that throughput required of said data 
processing is not satisfied. 

[Claim 2]said — others — the information processor according to claim 1 
including further a decision means which judges whether said data processing of a 
data processing part is performed based on a processing demand to which said 
predetermined data processing part entrusts distributed processing. 
[Claim 3]An information processing method comprising: 
Contents data, 

A receiving step which receives characteristic information information about the 
feature is described to be. 

A recognition step which recognizes throughput required of data processing of 
said contents data from said characteristic information received by processing of 
said receiving step. 

Throughput required of said data processing recognized by processing of said 
recognition steplts own throughput measured by processing of a comparison step 
which measures its own throughputand said comparison stepA distributed 
processing step which entrusts said data processing not only to a predetermined 
data processing part but to other data processing partsand carries out the 
distributed processing of said contents data when it is judged that throughput 
required of said data processing is not satisfied. 

[Claim 4]A recording medium with which a program which a computer can read is 

recordedcomprising: 

Contents data. 

A receiving step which receives characteristic information information about the 
feature is described to be. 

A recognition step which recognizes throughput required of data processing of 
said contents data from said characteristic information received by processing of 
said receiving step. 

Throughput required of said data processing recognized by processing of said 
recognition steplts own throughput measured by processing of a comparison step 
which measures its own throughputand said comparison stepA distributed 
processing step which entrusts said data processing not only to a predetermined 
data processing part but to other data processing partsand carries out the 
distributed processing of said contents data when it is judged that throughput 
required of said data processing is not satisfied. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]In this inventionabout an information processoran 
information processing methodand a recording mediumit distributes with other data 
processing partsand data processing of the contents data enciphered especially is 
processed. 

Thereforeit is related with the information processorinformation processing 
methodand recording medium which made it possible to process data 
promptlywithout using the hardware designed for every system. 

[0002] 

[Description of the Prior Art]In recent yearsthe distribution system which 
distributes contents data via a network is built. In order that the contents data 
distributed may prevent the alteration of dataprocessing of adding encryption and 
a digital signature is performed. Decoding processing of the enciphered contents 
data is carried out with a user's terminaland the user can use it. 
[0003]Since it depends for the safety of encoding technology on the difficulty of 
the processing at the time of decodinga terminal with higher throughput is required 
of the terminal of the user using contents data with the advancement of encoding 
technology. 

[0004]Thenin order to secure throughputit is possible to arrange LSI (LargeScale 
Integration) only for decoding processing to a user terminal. Drawing 1 shows the 
example of composition of LSI (decoding LSI is called hereafter) only for decoding 
processing. 

[0005]Decoding LSI1 performs decoding processing by the instructions 
transmitted from the control microcomputer (it is hereafter called a control 
microcomputer for short) 2 arranged to the exterior of decoding LSI1. The 
processing which verifies the digital signature added to contents data other than 
the processing which decodes the enciphered contents data is included in 
decoding processing. The result which decoding LSI1 processed is memorized by 
the external memory 3 arranged to the exterior of decoding LSI1 . 
[0006]Decoding LSI1 comprises the communication interface lithe control unit 
12RAM(Random Access Memory) ISthe memory controller 14the flash memory 
15the exponentiation computing unit 16and the hash value computing unit 17. 
[0007]The instructions transmitted from the control microcomputer 2 are told to 
the control unit 12 via the communication interface 11. The exponentiation 
computing unit 16the hash value computing unit 17etc. being used for the control 
unit 12 auxiliaryoperation of decoding LSI1 of the whole is controlled and it 
performs decoding processing of the data encipheredverification processing of a 



digital signatureetc. 

[0008]The program which the control unit 12 uses is memorized by RAM 13. 
[0009]The memory controller 14 controls the reading and writing of data to the 
external memory 3. 

[0010]The result which the exponentiation computing unit 16 and the hash value 
computing unit 17 calculated by instructions of the control unit 12and data 
required for processing are suitably memorized by the flash memory 15. 
[001 1]It becomes possible to secure the decoding processing capability of 
contents data by arranging decoding LSI1 which was mentioned above to the 
terminal which a user uses. 
[0012] 

[Problem(s) to be Solved by the Invention]Howeverwhen installing decoding LSI1 
(hardware) in a user terminalsince computational complexity differs according to 
the security level of encryptionthe decoding processing capability of the 
enciphered contents data needs to constitute decoding LSI1 so that the greatest 
load can be processed. As a resultSUBJECT used as a high cost occurred. Since 
it was necessary to redesign LSI when throughput needs to be changedSUBJECT 
to which change of upgrade etc. becomes difficult substantially occurred. 
[0013]It is low costwithout using the hardware designed for every systemwhen this 
invention is made in view of such a situation and it decodes the enciphered 
contents data in a user terminalAnd it enables it to realize the system which can 
change a function comparatively easily. 
[0014] 

[Means for Solving the Problem]This invention is characterized by an information 
processor comprising the following. 
Contents data. 

A reception means which receives characteristic information information about the 
feature is described to be. 

A recognition means to recognize throughput required of data processing of 
contents data from characteristic information received by a reception means. 
A comparison means to measure throughput required of data processing 
recognized by a recognition meansand its own throughputA distributed processing 
means which entrusts data processing not only to a predetermined data 
processing part but to other data processing partsand carries out the distributed 
processing of the contents data when its own throughput measured by a 
comparison means is Judged to have not satisfied throughput required of data 
processing. 

[0015]The information processor of this invention can include further a decision 
means data processing of a data processing part besides the above judges it to be 
whether it performs based on a processing demand to which a predetermined data 
processing part entrusts distributed processing. 

[0016]This invention is characterized by an information processing method 
comprising the following. 



Contents data. 

A receiving step which receives characteristic information information about the 
feature is described to be. 

A recognition step which recognizes throughput required of data processing of 
contents data from characteristic information received by processing of a 
receiving step. 

Throughput required of data processing recognized by processing of a recognition 
steplts own throughput measured by processing of a comparison step which 
measures its own throughputand a comparison stepA distributed processing step 
which entrusts data processing not only to a predetermined data processing part 
but to other data processing partsand carries out the distributed processing of the 
contents data when it is judged that throughput required of data processing is not 
satisfied. 

[0017]This invention is characterized by a program of a recording medium 
comprising the following. 
Contents data. 

A receiving step which receives characteristic information information about the 
feature is described to be. 

A recognition step which recognizes throughput required of data processing of 
contents data from characteristic information received by processing of a 
receiving step. 

Throughput required of data processing recognized by processing of a recognition 
steplts own throughput measured by processing of a comparison step which 
measures its own throughputand a comparison stepA distributed processing step 
which entrusts data processing not only to a predetermined data processing part 
but to other data processing partsand carries out the distributed processing of the 
contents data when it is judged that throughput required of data processing is not 
satisfied. 

[0018]In an information processor of this inventionan information processing 
methodand a program of a recording mediumcharacteristic information information 
about contents data and its feature is described to be is receivedand throughput 
required of data processing of contents data is recognized from received 
characteristic information. Throughput required of recognized data processing and 
their own throughput are measuredWhen its own throughput is judged to have not 
satisfied throughput required of data processingdata processing is entrusted not 
only to a predetermined data processing part but to other data processing 
partsand the distributed processing of the contents data is carried out. 
[0019] 

[Embodiment of the Invention] Drawing 2 is a block diagram showing the example of 
composition of the data processing system which applied this invention. It is 
generated by the data source 21 and the enciphered contents data is transmitted 
to the data receiver 23 via the network 22. 



[0020]The data source 21 comprises the data-processing judgment part 31the 
data generating part 32the data storage part 33and the data transmission part 34, 
[0021]The data-processing judgment part 31 controls operation of the whole data 
source 21. The data generating part 32 enciphers the contents data provided by 
the predetermined methodor generates a digital signature (contents data 
encryption processing and the generation processing of a digital signature are 
hereafter called code related processing collectively). The data generating part 32 
generates the metadata the data about a contents data encryptionetc. are 
described to be. The data storage part 33 memorizes the contents data and 
metadata which were generated by the data generating part 32. The data 
transmission part 34 transmits the metadata and contents data which are 
memorized by the data storage part 33 according to the demand from the data 
receiver 23. 

[0022]The network 22 is a transmission line of the data transmitted and received 
between the data source 21 and the data receiver 23for exampleis constituted by 
the Interneta telephone networka cable television broadcasting networkthe digital 
television network through a satelliteetc. 

[0023]The data receiver 23 comprises the data receiving section 41 the data- 
processing judgment part 42the decoding processing section 43the calculation part 
44and the data storage part 45. 

[0024]The data receiving section 41 receives the metadata and contents data 
which were transmitted from the data source 21. The data-processing judgment 
part 42 controls operation of the whole data receiver 23. When the decoding 
processing section 43 decodes contents data when the contents data received by 
the data receiving section 41 is encipheredand the digital signature is 
addedVerification of a digital signatureetc. are processed (the decoding processing 
of contents data and the verification processing of a digital signature are hereafter 
called decoding related processing collectively). The calculation part 44 provides 
an arithmetic processing function in response to instructions of the data- 
processing judgment part 42. The data storage part 45 memorizes the contents 
data in which it was decoded by the contents data received by the data receiving 
section 41 and the decoding processing section 43and the digital signature was 
verified. 

[0025]Nextthe metadata and contents data which the data source 21 transmits 
are explained with reference to the flow chart of drawing 3 t hru/or drawing 5 
about a series of processings which the data receiver 23 receives and processes. 
[0026] Drawing 3 is a flow chart explaining processing of the data source 21. In 
Step SI the data generating part 32 acquires the analog data or the digital data 
provided by a predetermined method from the outsideand creates contents data. 
The data generating part 32 is compressed into the form which can be transmitted 
to the data receiver 23 via the network 22performs code related processingand 
creates contents data. 

[0027]The data generating part 32 generates metadata. The code pertinent 
information which is information about code related processing of the feature of 



the contents data transmitted and contents data is described by metadata. With 
the feature of contents datafor example The maker of contents dataThe fee for 
every usage pattern of a work stagemaker ID which identifies a makerand contents 
dataand contents data usage patternthe regeneration time of contents datathe 
compression method of contents datathe total data volumethe transfer rate of 
dataetc. are contained. An encryption algorithmthe generation algorithm of a digital 
signatureand a data unit are contained in the code pertinent information on 
contents datafor example. These examples are mentioned later. 
[0028]In Step S2the data storage part 33 memorizes the contents data and 
metadata which were created by the data generating part 32 by processing of 
Step S1. 

[0029]In Step S3the data-processing judgment part 31 stands by until it judges 
whether transmission of metadata was required from the data receiver 23 and 
judges with transmission of metadata having been required. When judged with 
transmission of metadata having been required by the data-processing judgment 
part 31 processing progresses to step S4. 

[0030]In step S4the data transmission part 34 transmits the metadata memorized 
by the data storage part 33 to the data receiver 23 via the network 22. The data 
receiver 23 which received metadata analyzes the information described by 
metadataand prepares processing of contents data so that it may mention later. 
When the preparation which processes contents data is completed according to 
the information on the contents data described by metadatathe data receiver 23 
requires transmission of contents data of the data source 21. 
[0031]Thenin Step S5the data-processing judgment part 31 judges whether 
transmission of contents data was required from the data receiver 23. 
[0032]When judged with transmission of contents data not being demanded from 
the data receiver 23 by the data-processing judgment part 31 in Step S5the data- 
processing judgment part 31 The data receiver 23 recognizes it as preparation of 
processing of contents data not being completedand it stands by until 
transmission of contents data is required. 

[0033]When the data-processing judgment part 31 judges with transmission of 
contents data having been required from the data receiver 23 in Step 
S5Processing progresses to Step S6 and the data transmission part 34 transmits 
the contents data memorized by the data storage part 33 to the data receiver 23 
via the network 22. 

[0034] Drawing 4 and drawing 5 are the flow charts explaining processing of the 
data receiver 23. In Step SI Ithe data-processing judgment part 42 requires 
transmission of the metadata corresponding to the contents data from the data 
source 21 when instructions of reception of contents data are inputted from the 
user who manages the data receiver 23. 

[0035]In Step S12the data receiving section 41 receives the metadata transmitted 
from the data source 21 via the network 22. The metadata which the data 
receiving section 41 received is transmitted to the data-processing judgment part 
42and the contents described by the data-processing judgment part 42 are 



analyzed. 

[0036]In Step S13the contents data transmitted judges whether code related 
processing is performed from the information on contents data that the data- 
processing Judgment part 42 is described by metadata. 

[0037]In Step SISwhen it judges with code related processing not being performed 
to the contents data transmittedprocessing follows the data-processing judgment 
part 42 to Step S14and the data-processing judgment part 42 requires 
transmission of contents data from the data source 21. 
[0038]In Step SISthe data receiving section 41 receives the contents data 
transmitted via the network 22 from the data source 21. Since contents data does 
not need to perform decoding related processing when the user who manages the 
data receiver 23 uses the contents data received by the data receiving section 
41 The data storage part 45 memorizes contents dataand it holds it until there is a 
demand from the user who manages the data receiver 23. 
[0039]On the other handin Step S13when it judges with the contents data 
transmitted being data in which code related processing is performed from the 
contents described by metadataprocessing follows the data-processing judgment 
part 42 to Step SI 6. 

[0040]In Step S16the data-processing judgment part 42 notifies metadata 
including the code pertinent information which is information about code related 
processing of contents data to the decoding processing section 43. The contents 
data encryption algorithmthe algorithm of a digital signatureand the data unit are 
described by code pertinent information. The decoding processing section 43 
prepares decoding related processing of contents data when the data receiving 
section 41 receives contents data based on the code pertinent information on 
contents data. In order to prevent disclosure of the contents of processingand the 
alteration of the contents of processingcode related processing may be performed 
furtherbut the code pertinent information transmitted by the data-processing 
judgment part 42 is explained to code pertinent information here as that to which 
code related processing is not performed. 

[0041]In Step S17the decoding processing section 43 judges whether there is any 
necessity (distributed processing is carried out) of entrusting at least the part of 
the decoding related processings of the contents data received by the data 
receiving section 41 to other treating parts. This judgment is performed to within a 
time [ which is demanded ] by the cipher-processing capability of whether the 
decoding processing section 43 supports the contents data encryption algorithm 
and the decoding processing section 43 on the basis of whether it is possible to 
complete decoding related processing. 

[0042]In Step S17when the decoding processing section 43 judges with the 
distributed processing of contents data not being required (i.e.when it judges with 
the decoding processing section 43 being able to perform decoding related 
processing of contents data independently)processing progresses to Step S18. 
[0043]ln Step SISthe data-processing judgment part 42 which received the notice 
of the purport that preparation of decoding related processing of contents data 



was completed from the decoding processing section 43 requires transmission of 
contents data from the data source 21. 

[0044]In Step S19the data receiving section 41 receives contents data. The 
received contents data is transmitted to the decoding processing section 43and 
the decoding processing section 43 is independent and performs decoding related 
processing of contents data. The data it became possible to perform decoding 
related processing and to use is memorized by the data storage part 45. 
[0045]On the other hand in Step S17the decoding processing section 43When 
contents data is judged as being unable to perform decoding related processing 
independently but distributed processing being requiredprocessing progresses to 
Step S20and the decoding processing section 43 determines the commission form 
of distributed processingand with the information on the determined commission 
form. It is notified to the data-processing judgment part 41 that the distributed 
processing of contents data is required. 

[0046]The form of entrusting a part of decoding related processingsor the form of 
entrusting all the decoding related processings is one of the commission forms of 
distributed processing. In the form of entrusting a part of decoding related 
processingsthe digital signature is added to contents datafor examplelf the 
decoding processing section 43 performed decoding processing and verification 
processing of the digital signature independentlywhen it cannot complete 
processing to within a time [ which is demanded ]it is the form of entrusting one 
processing. The form of entrusting all the decoding related processings is a form 
which it entrusts when the decoding processing section 43 does not support a 
contents data encryption algorithm. Such commission forms can be determined 
describing the data source 21 to metadataor by setting up beforehand in the data 
receiver 23. 

[0047]In Step S21the data-processing judgment part 42 searches the distributed 
processing point of contents data with Step S20 based on informationincluding the 
commission form etc. of the distributed processing notified from the decoding 
processing section 43. The candidate of the distributed processing point is list- 
ized by the data-processing judgment part 42and is beforehand given to it. 
[0048]As a result of processing of Step S21the data-processing judgment part 42 
detects the calculation part 44 as the distributed processing point of contents 
dataand requires the distributed processing of contents data from the calculation 
part 44 in Step S22. 

[0049]In Step S23mutual recognition is performed between the decoding 
processing section 43 and the calculation part 44 of which the distributed 
processing of contents data was required by the data-processing judgment part 42. 
By this mutual recognitionthe decoding processing section 43 specifies the output 
destination change of the processing result in which the calculation part 44 carried 
out distributed processing. The decoding processing section 43 specifies the 
output destination change of a processing result as the data storage equipment 45 
to the calculation part 44. 

[0050]In Step S24the decoding processing section 43 judges whether the 



calculation part 44 and mutual recognition were materialized. 

[0051]When the decoding processing section 43 judges with the calculation part 44 
and mutual recognition not being materialized as a result of processing of Step 
S24the decoding processing section 43 recognizes that decoding related 
processing of contents data is impossible. At this timethe decoding processing 
section 43 notifies the data-processing judgment part 42 that decoding related 
processing of contents data is impossible. Thenprocessing is ended by the data- 
processing judgment part 42. 

[0052]In Step S24when the decoding processing section 43 judges with mutual 
recognition with the calculation part 44 having been materializedand preparation of 
the distributed processing of contents data having been completedprocessing 
progresses to Step S25. 

[0053]In Step S25the data-processing judgment part 42 which received the notice 
of the purport that preparation of the distributed processing of contents data was 
completed from the decoding processing section 43 requires transmission of 
contents data of the data source 21. 

[0054]In Step S26the data receiving section 41 receives the contents data 
transmitted from the data source 21 via the network 22. 

[0055]In Step S27the contents data which the data receiving section 41 receivedit 
is transmitted to the decoding processing section 43 via the data-processing 
judgment part 42and the decoding processing section 43 orders it the distributed 
processing of contents data based on the commission form which the data- 
processing judgment part 42 required at Step S22 from the calculation part 44. 
[0056]In Step S28the decoding processing section 43 judges whether the result of 
the distributed processing of contents data was able to be acquired from the 
output destination change of distributed processing notified to the calculation part 
44 at Step S23. When it judges with the result of distributed processing being 
unacquirableit progresses to Step S29and contents data recognizes it as it being 
inaccurate dataand the decoding processing section 43 notifies it to the data- 
processing judgment part 42. Thenprocessing is ended while reporting that the 
data-processing judgment part 42 had injustice to the user of the data receiver 23. 
[0057]In Step S28when it judges with the result of the distributed processing of 
contents data being transmitted to the output destination change specified to the 
calculation part 44 as specificationprocessing follows the decoding processing 
section 43 to Step S30. 

[0058]In Step S30the result of the decoding related processing by the decoding 
processing section 43 is memorized by the data storage part 45 with the 
processing result of the distributed processing by the calculation part 44. 
[0059] Drawing 6 is a figure showing the composition of the contents distribution 
system which applied this invention. The content provider 51 has managed the 
contents server 52and creates contents data and metadata. The contents data 
and metadata which the content provider 51 created are supplied to the service 
server 54 which the service provider 53 manages. Contents data is digital 
datasuch as a movie and musicand the information about those data is described 



by metadata. 

[0060]The service provider 53 transmits contents data and metadata via the 
network 22 to the user 55 who is a contractor. 

[0061]In the user terminal 56 which oneself operatesthe user 55 uses the 
contents data and metadata which were transmitted from the service provider 53. 
[0062]The settlement center 57 performs settlement processing of the price for 
royalty information while it has managed the settling server 58 and publishes the 
royalty information on contents data to the user 55. The settlement center 57 
distributes the price paid by the user 55 based on the contract set up beforehand 
between the content provider 51 and the service provider 53. 
[0063] Drawing 7 is a block diagram showing the example of composition of the 
contents server 52. The contents server 52 comprises the data capture device 
71 the data editing device 72the metadata generating device 73the data encryption 
device 74the data storage equipment 75and the data source 76. 
[0064]The data capture device 71 changes the data incorporated from the exterior 
into the data format which each device of the contents server 52 can process. 
[0065]The data editing device 72 is a device which creates the contents data with 
which the user 55 is provided from the data transmitted from the data capture 
device 71. The data editing device 72 adds the metadata which the metadata 
generating device 73 generated to contents data. 

[0066]The data encryption device 74 performs code related processing to the 
contents data and metadata which were transmitted from the data editing device 
72. 

[0067]The data storage equipment 75 memorizes the metadata to which code 
related processing was performed by the data encryption device 74and contents 
dataand transmits them to the data source 76 if needed. 

[0068]The data source 76 transmits contents data to the service server 54 which 
the service provider 53 manages. Processing of each concrete device is later 
mentioned with reference to the flow chart of drawing 15 . 

[0069] Drawing 8 is a block diagram showing the detailed example of composition of 
the data encryption device 74. The data encryption device 74 comprises the 
input-and-output interface block 91the data-processing judgment blocks 92the 
data storage block 93the random number generation block 94and the encryption 
processing block 95. The encryption processing block 95 comprises the encryption 
processing subblock 96the digital signature generation subblock 97and the hash 
value calculation subblock 98. 

[0070]The input~and-output interface block 91 transmits the metadata and 
contents data which are supplied from the data editing device 72 to the data- 
processing judgment blocks 92. 

[0071]The data-processing judgment blocks 92 control operation of the whole data 
encryption device 74. 

[0072]The data storage block 93 memorizes suitably the metadata and contents 
data in which code related processing was performedand data required for 
processing in the encryption processing block 95. 



[0073]The random number generation block 94 generates a random number by the 
instructions from the data-processing judgment blocks 92and supplies it to the 
encryption processing block 95. DES whose random number which the random 
number generation block 94 generates is an encryption algorithm (Data Encryption 
Standard)It is used as a key in the case of carrying out code related processing 
with common key encryption systemssuch as RSA (Rivest-Shamir-Adleman 
scheme). 

[0074]The encryption processing block 95 performs a contents data encryption 
and generation processing of a digital signature. The encryption processing 
subblock 96 of this encryption processing block 95 performs contents data 
encryption processing by encryption algorithmssuch as DES and RSA. 
[0075]The digital signature generation subblock 97 generates a digital signature 
with the generation algorithm of the digital signature by DSA (Digital Signature 
Algorithm) etc. A digital signature is data for attesting the check of an alteration of 
dataand the maker of data. 

[0076]The hash value calculation subblock 98 performs calculation by a hash 
function. A hash function is a function which considers the data to transmit as an 
inputis compressed into the data of predetermined bit lengthand is outputted as a 
hash value. Discovering the input data which has a hash value of the same output 
difficultly [ a hash function / restoring input data from the hash value which is an 
output ] has the difficult feature (it is one way). 

[0077]Heregeneration and verification of a digital signature are explained. The 
generation person of a digital signature creates a message digest using a specific 
algorithm from the data to transmit (by the hash value calculation subblock 98a 
hash function is applied to the data to transmit and a message digest is created). 
The generation person of a digital signature enciphers the whole sentence of this 
message digest and the data to transmit using his own secret key (random number 
generated by the random number generation block 94)and transmits to a user. 
[0078]On the other handthe user of data receives data and does decoding 
processing of the whole sentence of the data encipheredand the message digest 
using the public key which the generation person of a digital signature provides. 
Nextthe user of data creates a message digest from the whole sentence of 
decoded data by the same method (the same hash function) as the generation 
person of a digital signature. Verification of a digital signature is performed by 
comparing the generated message digest with the received message digest. That 
isit is transmitted by the sending person of dataand if the message digest which 
the addressee decodedand the message digest created with the same method as a 
sending person from the whole sentence of the data which the addressee decoded 
are equalthe data means that unjust processing of an alteration etc. is not 
performed. 

[0079]In the data encryption device 74although the thing of explanation for which 
the encryption processing subblock 96 and the digital signature generation 
subblock 97 perform code related processing for convenience is possibleit is 
usually possible to also perform decoding related processing. Namelya data 



encryption and decoding are possible for the encryption processing subblock 
96and generation and verification of a digital signature are possible for the digital 
signature generation subblock 97. 

[0080]The subblock which constitutes the enciphering processing part 186 
arranged at the encryption processing block 163 of drawing 13 mentioned later as 
well as the subblock which constitutes the data encryption device 74 can perform 
not only decoding related processing but code related processing. Not only 
decoding related processing but code related processing can be performed like the 
data encryption device 74 arranged at the contents server 52 which also 
mentioned above the data encryption device 1 14 arranged at the service server 
54and the decoding processing block 163, It becomes possible to prevent 
performing unjust processing of an alteration etc. to the data transmitted and 
received between each device by this. 

[0081]The contents data and metadata to which code related processing which 
was mentioned above was performed are transmitted to the service server 54 
which the service provider 53 manages. 

[0082] Drawing 9 is a block diagram showing the example of composition of the 
service server 54. The service server 54 comprises the data transmitter receiver 
1 1 1the data editing device 1 12the metadata generating device 1 13the data 
encryption device 1 1 4the contents promotion server 1 1 5and the data storage 
equipment 1 16. 

[0083]The data transmitter receiver 1 1 1 receives the contents data and metadata 
which are transmitted from the contents server 52. The data transmitter receiver 
1 1 1 transmits contents data and metadata via the network 22 to the user terminal 
56. The data transmitter receiver 111 judges the timing which transmits contents 
data and metadata. The timing which transmits may transmit to the case where it 
transmits according to the demand from the user 55and the timing described by 
metadatafor example. 

[0084]The data editing device 112 edits the data processed with each device of 
the service server 54and edits data into the gestalt with which the user 55 is 
provided. 

[0085]The metadata generating device 113 generates metadata. When the service 
provider 53 provides the user 55 with contents datathe information which the 
service provider 53 notifies to the user 55 is described by the metadata which the 
metadata generating device 1 13 generates. 

[0086]The data encryption device 1 14 performs code related processing of 
generating a digital signature to the metadata which the metadata generating 
device 113 generated. The detailed composition of the data encryption device 114 
is the same as the composition of the data encryption device 74 ( drawing 8 ) of the 
contents server 52 shown in drawing 7 . 

[0087]The contents promotion server 1 1 5 provides discount information etc. 
according to the user's 55 demand while the service provider 53 creates the list 
information of the contents with which the user 55 is provided. The contents 
promotion server 1 1 5 is installed as a WWW serverand the user 55 can receive the 



service which the contents promotion server 1 1 5 provides by using the browser 
with which the user terminal 56 is equipped. The contents promotion server 1 15 
can respond now to the inquiry by the telephone from the user 55. 
[0088]The data storage equipment 116 memorizes the data edited with the data 
editing device 112and transmits contents data and metadata to the data 
transmitter receiver 1 1 1 according to the demand from the user 55. Processing of 
each concrete device is later mentioned with reference to the flow chart of 
drawing 18 . 

[0089] Drawing 10 is a block diagram showing the example of composition of the 
settling server 58 which the settlement center 57 has managed. The settling 
server 58 comprises the data transmitter receiver 131 the license device 132the 
user management device 133the copyright management device 134the charging 
device 135and the settlement equipment 136. 

[0090]The data transmitter receiver 131 transmits the accounting information of 
the price collected from the user 55 to the content provider 51 and the service 
provider 53 while receiving the buying request information of the royalty of the 
contents data notified via the network 22 from the user terminal 56. 
[0091]The license device 132 performs issue processing of royalty 
informationwhen the royalty purchase of contents data is required from the user 
55. 

[0092]The user management device 133 manages the information on the user 55 
who is doing the contract of receiving offer of contents datafrom the service 
provider 53and the user terminal 56 which the user 55 operates. The contract 
date of the set top box contained in the user terminal 56conditions of contractthe 
use information on serviceetc. are included in the information on the user 55 and 
the user terminal 56. 

[0093]The copyright management device 134 manages the usage pattern of 
contents data with the available user 55 provided from the service provider 53 
besides the copyright of contents datathe purchase history of the contents data 
by the user 55etc. 

[0094]The charging device 135 notifies accounting information to the user 55 while 
managing the fare information of the royalty information on contents data. 
[0095]The settlement equipment 136 performs settlement processing in response 
to the demand of settlement processing from the charging device 135. The means 
of settlement by a credit card and the means of settlement by prepaid type 
electronic money are contained in concrete means of settlement. The issue 
processing of the royalty information on the settling server 58 is later mentioned 
with reference to drawing 20 and the flow chart of 21. 

[0096] Drawing 1 1 is a block diagram showing the example of composition of the 
user terminal 56 which the user 55 manages. The user terminal 56 comprises the 
set top box 151 (STB151 is called suitably hereafter) and the data reproduction 
apparatus 152. 

[0097]STB151 transmits and receives data between the service server 54 and the 
settling server 58 via the network 22. The detailed example of composition of 



STB151 is shown in drawing 12 . 

[0098]The data reproduction apparatus 152 is a device which reproduces the 
contents data which it was provided from the service server 54 and STB151 
processed. The data reproduction apparatus 1 52 is constituted by electronic 
equipmentsuch as a television receiver and a personal computerFor example. 
[0099] Drawing 12 is a block diagram showing the example of composition of the 
set top box 151. STB151 comprises data-transmission-and-reception block 
161 controller 1 62encryption processing block 163flash memory 164and external 
RAM(Random Access Memory) 165. 

[0100]The data-transmission-and-reception block 161 receives the royalty 
information on the contents data transmitted via the network 22 and metadataor 
the contents data transmitted from the settling server 58etc. from the service 
server 54. The data-transmission-and-reception block 161 transmits a processing 
result to the data reproduction apparatus 1 52 while transmitting the information 
etc. which require the Request to Send of data to the service server 54and the 
royalty information over the settling server 58. 

[0101]The controller 162 is controlled by software and controls operation of the 
STB151 whole. 

[0102]The encryption processing block 163 performs decoding related processing 
of contents data and metadata which the data-transmission-and-reception block 
161 receives. The detailed example of composition is shown in drawing 13 . 
[0103]The flash memory 164 is a nonvolatile memory after the power supply cutoff 
of STB151 has remembered data to be. Data required for the flash memory 164 in 
order that each block may processand the processing result of each block are 
memorized suitably. 

[0104]External RAMI 65 memorizes a distributed processing result when the 
processing result by the encryption processing block 1 63 and other blocks perform 
distributed processing. 

[0105] Drawing 13 is a block diagram showing the detailed example of composition 
of the encryption processing block 163. The encryption processing block 163 
comprises the input-and-output interface block 181 the microprocessor 
182RAM183the random number generation block 184the flash memory 185and the 
enciphering processing part 186. The enciphering processing part 186 comprises 
the encryption processing subblock 187the digital signature verification subblock 
188and the hash value calculation subblock 189. 

[0106]The input-and-output interface block 181 is judged that decoding related 
processing is required by the controller 1 62 among the contents data which the 
data-transmission-and-reception block 161 receivedand metadataand receives the 
data transmitted to the encryption processing block 163. The input-and-output 
interface block 181 transmits the data supplied from the controller 161 to the 
microprocessor 1 82. The microprocessor 1 82 controls operation of the whole 
encryption processing block 163. 

[0107]RAM183 has memorized the program required for the microprocessor 182 to 
process. The result which the microprocessor 1 82 processed is memorized by 



RAM 183. 

[0108]The random number generation block 184 generates a random number by 
the instructions from the microprocessor 182and supplies it to the enciphering 
processing part 1 86. The random number which the random number generation 
block 184 generated is used as a key in the case of decoding the data in which 
code related processing was performed with common key encryption systemssuch 
as DES and RSA. 

[0109]The flash memory 185 is a nonvolatile memory and holds the controller 
which is not illustrated inside. The royalty information on the execution code of 
the software which operates in the microprocessor 182the various data which is 
needed for decoding related processingand the purchased contents dataetc. are 

memorized. 

[01 10]The enciphering processing part 186 performs decoding related processing 

of contents data and metadata. The enciphering processing part 1 86 is constituted 

by the subblock which provides the function of further the following. 

[OllljThe encryption processing subblock 187 performs decoding processing of 

the contents data enciphered by encryption algorithmssuch as DES and RSA. 

[0112]The digital signature verification subblock 188 performs digital signature 

verification processing of contents data and metadata to which the digital 

signature was added by the digital signature algorithm by DBA etc. 

[01 13]The hash value calculation subblock 189 performs calculation by a hash 

function. 

[01 14] Drawing 14 is a figure in which the encryption processing block 163 shows 
the example of controller 162 grade and the data format transmitted and received. 
The controller 162 requires processing by the command data of the data format of 
drawing 1 4 f rom the encryption processing block 163. The encryption processing 
block 163 transmits a processing result by the response data of the data format of 
drawing 1 4 t o the controller 162 which required processing by command data while 
it controls each block based on command data and performs predetermined 
processing. 

[01 15]The field 1 is a data kind identification fieldand the kind of command data or 
response data is described. 

[01 16]The field 2 is the data number field and the number of command data or 
response data is described. 

[01 17]The field 3 is the data length field and the length of the data described by 
the data field 4 is described. 

[01 18]The field 4 is a data field and the data of a processing result transmitted as 
the data which requires processing as command dataor response data is described. 
Hereafterthe example of command data and response data is explained. 
[01 19]The command 1 whose number described by the data number field is 1 
expresses the demand of the verification processing of a digital signature. To the 
data described by the data field of the field 4the encryption processing block 163 
verifies whether data is alteredand transmits to the block which required data 
processing by making the processing result into the response 1 . 



[0120]The command 2 expresses the demand of the generation processing of a 
digital signature. The encryption processing block 163 transmits to the block which 
required data processing to the data described by the data field of the field 4 by 
making into the response 2 the data which added the digital signature. 
[0121]The command 3 expresses the demand of the decoding processing of the 
data enciphered. To the data which is described by the data field of the field 4 and 
which is encipheredthe encryption processing block 163 performs decoding 
processingand transmits to the block which required data processing by making 
decoded data into the response 3. 

[0122]The command 4 expresses the demand of encryption processing. The 
encryption processing block 163 enciphers the data described by the data field of 
the field 4and transmits to the block which required data processing by making the 
enciphered data into the response 4. 

[0123]The command 5 expresses the demand of hash value calculation. The hash 
value calculation subblock 189 performs calculation by a hash function the data 
described by the data field of the field 4and based on an algorithmand transmits to 
the block which required data processing by making the data of a calculation result 
into the response 5. 

[0124]The command 6 expresses the deactivate request of processing. When this 
command is receivedthe encryption processing block 1 63 transmits to the block 
which suspends the processing currently performed at that time and requires the 
stop of processing by giving the notice of the purport that it stopped the response 
6. 

[0125]The command 7 expresses the Request to Send of royalty information. 
When this command is receivedoneself enciphers the royalty information currently 
held to the flash memory 1 85and transmits the ****** processing block 1 63 to 
the settling server 58 as the response 7. 

[0126]The command 20 is a message transmitted from an external device or other 

blocks. A message is inputted into the data field from a devicethe controller 

1 62etc. which are the distributed processing point of contents data. 

[0127]The response 30 is a message which the encryption processing block 163 

transmits to an external device or other blocks. 

[0128]Hereafterthe contents data which the content provider 51 provides is 
explained with reference to a flow chart about a series of processings until the 
user 55 uses. 

[0129]With reference to the flow chart of introduction and drawing 1 S processing of 
the contents server 52 which the content provider 51 manages is explained. 
[0130]In Step S41the data capture device 71 Digitization processing or 
compression is processed to the data format in which each device of the contents 
server 52 can process the analog data incorporated from a video cameraan audio 
recorderetc.or digital data. 

[0131]In Step S42the data editing device 72 creates the contents data with which 
the user 55 is provided from the data acquired from the data capture device 71 
based on the content provider's 51 instructions. The data editing device 72 adds 



the metadata which the metadata generating device 73 generates to contents data. 
[01 32] Drawing 16 is a figure showing the example of the metadata which the 
metadata generating device 73 generates. Contents data corresponding to 2 and 
the metadata 1 in content provider ID which specifies the content provider 51 as 
the field 1 in the example of the metadata 1 of drawing 16 (A) (the contents data 1 
is called suitably hereafter.) the case where it is contents data in which other 
metadata mentioned later is added — the same — carrying out — the right 
generation time of the copyright of 1 and the contents data 1 is described to be 
January 1 A.D. 2000 for the content ID to specify. 

[0133]The usage pattern of the contents data 1 by the user 55 is described by the 
field 2. Hereacquisition is described as streaming and the usage pattern 2 as the 
usage pattern 1. The usage pattern by streaming is a usage pattern reproduced in 
real time in the user terminal 56receiving the contents data 1 from the service 
server 54and using frequency is 1 time of a usage pattern. The usage pattern by 
acquisition is a usage pattern with unrestricted period and using frequencyand the 
contents data 1 transmitted to the user terminal 56 is recorded on the recording 
medium which the user terminal 56 does not illustrate. 

[0134]The fee for every usage pattern of the contents data 1 is described by the 
field 3. Herewhen the contents data 1 is used by streaming of the usage pattern 
1a fee is made into 20 yenand the fee is made into 100 yen when the contents 
data 1 is used by acquisition of the usage pattern 2. The user 55 pays the price 
for royalty information for the settlement center 57 based on the fee described by 
the field 3. 

[0135]The formal information on the contents data 1 is described by the field 4. 
Herethe total data volume of the contents data 1 is 57.6 MBand the regeneration 
time at the time of reproducing with the data reproduction apparatus 152 of the 
user terminal 56 is described to be 10 minutes. The contents data 1 is audio 
information compressed by the standard of MP3 (MPEG(Moving Picture Experts 
Group)-1 Audio Layer3)and the data transfer rate is described to be 128Kbps. 
[0136]The information on the code related processing which the data encryption 
device 74 performed to contents data and metadata is described by the field 5. As 
for the generation algorithm of the digital signaturein this examplethe data unit of 
encryption of DBS and the contents data 1 is described to be 64 KB for the 
encryption algorithm of DSA and the contents data 1. The data unit of encryption 
is a size of the data in the case of enciphering continuously with the key to one 
encryption. The key used for encryption is enciphered with another key (meta 
key)and a meta key is entrusted to the settlement center 57and when the user 55 
purchases royalty informationthe user 55 is provided with it in the data format of 
the royalty information on drawing 22 later mentioned with royalty information 
from the settling server 58. 

[0137]In the example of the metadata 2 of drawing 1 6 (B)two is described for 
content provider ID and 2 and the right generation time of copyright are described 
for content ID by the field 1 as January 1A.D. 2000. 

[0138]In the field 2it buys as streaming and the usage pattern 2 as the usage 



pattern 1 of the contents data 2and limited time offer one year is described as the 
usage pattern 3.The usage pattern for limited time offer one year is a gestalt in 
which it is possible for the number of times to use the contents data 2 indefinitely 
as for the user 55 if a period is less than one yearafter the contents data 2 is 
recorded on the recording medium which the user terminal 56 does not illustrate. 
[0139]The fee of the contents data 2 is described by the field 3. A fee is made 
into 20 yen when it uses by streaming of the usage pattern land in use by 
acquisition of the usage pattern 2it is made into 100 yenandin the use by limited 
time offer one year of the usage pattern 3is made into 50 yen. 
[0140]The total data volume of the contents data 2 is described to be 300 MBand 
regeneration time is described to be 10 minutes by the field 4. The contents data 
2 is a video data compressed by the standard of MPEG~2and data transfer speed 
is 4Mbps. 

[0141]As for DSA and a contents data encryption algorithmDES and the data unit 
of encryption are described to be 256 KB for the generation algorithm of the 
digital signature by the field 5. 

[01 42] Returning to drawing 15 in Step S43the data encryption device 74 performs 
code related processing to the contents data and metadata which are transmitted 
from the data editing device 72. 

[0143]Namelythe random number generation block 94 generates the random 
number of the predetermined number of bits as an enciphering key (for contents 
data)and supplies it to the encryption processing subblock 96. 
[0144]While the encryption processing subblock 96 uses as an encryption key the 
random number which the random number generation block 94 generated and 
enciphering contents dataThe meta key which is arranged at royalty information 
and transmitted from the settling server 58 to the user terminal 56 is usedand an 
enciphering key (for contents data) is enciphered with common key encryption 
systemssuch as DES. 

[0145]The hash value calculation subblock 98 computes a hash value with the 
application of a hash function to the metadata which the contents server 52 
transmits to the service provider 53. 

[0146]It enciphers using the enciphering key which consists of a random number in 
which the random number generation block 94 generated the hash value which the 
hash value calculation subblock 98 extractedand the digital signature generation 
subblock 97 generates a digital signature. 

[0147]In Step S44the data storage equipment 75 memorizes the data to which 
code related processing was performed by the data encryption device 74and 
outputs it to the data source 76 if needed. 

[0148]In Step S45the data source 76 transmits metadata and contents data to the 
service server 54 which the service provider 53 manages. 
[0149] Drawing 17 shows the example of a format of the data transmitted by 
processing of Step S45. The layer 1 is constituted by the digital signature the 
metadata generated by processing of Step S42and for the metadata added by 
processing of Step S43the enciphering key (for contents data) used by processing 



of Step S43and contents data. Contents data is further constituted by the 

encryption unit block as the layer 2. In the case of the contents data Ian 

encryption unit block is considered as the block in every 64 KBandin the case of 

the contents data 2is considered as the block in every 256 KB. 

[0150]Nextwith reference to the flow chart of drawing 18 processing of the service 

server 54 which the service provider 53 manages is explained. 

[0151]In Step SB 1 the data transmitter receiver 1 1 1 receives the contents data 

and metadata to which code related processing was performed from the contents 

server 52. 

[0152]In Step S62the metadata generating device 1 13 checks the transmitted 
metadatachanges the original dataand generates new metadata. Namelyat this time 
the data encryption device 114The meta key beforehand acquired from the 
content provider 51 via the settling server 58 is usedThe transmitted enciphering 
key (for contents data) ( drawing 17 ) is decodedand a digital signature (for 
metadata) ( drawing 1 7 ) is decoded using the decoded enciphering key (for 
contents data) ( drawing 17 ). And the metadata generating device 1 13 compares 
the metadata produced by decoding with the metadata transmitted by the 
plaintextand checks that both are in agreementi.e.metadata is not altered. 
[0153]The metadata generating device 1 13 newly generates metadata. This 
metadata is the data which rewrote the contents of the field 1 of the metadata 1 
( drawing 1 6 (A)) which the contents server 52 generatedand the metadata 2 
( drawing 16 (B))and the field 3 to the information of which the service provider 53 
notifies the user 55. The service provider 53 determines the contents of the 
metadata 3 and the metadata 4. 

[0154] Drawing 19 shows the example of the metadata in which it is processing of 
Step S62and the metadata generating device 113 changed and generated the 
metadata which the content provider 51 by whom it is shown to drawing 16 
generated. In the example of the metadata 3 ( drawing 1 9 (A)) which changed the 
metadata 1 of drawing 1 6 (A) and was generatedthe time at which service provider 
ID which specifies the service provider 53 created 2 and the metadata 3 is 
described to be January 2A.D. 2000 by the field 1 . 

[0155]The charge of transmission at which the service provider 53 transmits 
contents data to the fee described by the field 3 of the metadata 1 shown in 
drawing 1 6 (A) to the user 55 is added to the fee described by the field 3. In the 
metadata 3when using contents data according to the usage pattern of streaminga 
feelO yen of the charge of transmission which the service provider 53 receives 
are added to the fee of the contents data which the content provider 51 
receivesand it is considered as 30 yenWhen using according to the usage pattern 
of acquisition of contents data50 yen of the charge of transmission which the 
service provider 53 receives are added to the fee of the contents data which the 
content provider 51 receivesand it may be 150 yen. 

[0156]In the example of the metadata 4 of drawing 1 9 (B) which changed the 
metadata 2 of drawing 1 6 (B) and was generatedthe time at which service provider 
ID created 2 and the metadata 4 is described to be January 2A.D. 2000 by the 



field 1. 

[0157]To the fee described by the field 3when the usage pattern of contents data 
is streamingi 0 yen of the charge of transmission are added to the fee of the 
contents data which the content provider 51 receivesand are considered as 30 
yenand when a usage pattern is acquisitionSO yen of the charge of transmission 
are added and it is considered as 150 yenand when a usage pattern is limited time 
offer one year furtherSO yen of the charge of transmission are added and it may 
be 80 yen. 

[0158]In Step S63the data encryption device 1 14 is added to the new metadata 
which calculated the hash value of the newly generated metadataenciphered it 
with the enciphering key (for contents data)generated a new digital signatureand 
was generated by processing of Step S62. It is carried out like processing of the 
data encryption device 74 of the contents server 52and code related processing 
of the data encryption device 114 is ****. 

[0159]In Step S64the data editing device 1 12 edits the data processed with each 
device of the service server 54and creates the contents data with which the user 
55 is provided. For this reasonthe enciphering device 1 14 once decodes the 
transmitted contents data with an enciphering key (for contents data). In edit 
performed by the data editing device 1 12 after that. The processing which adds 
the metadata generated by processing of Step S62 by the contents data 
transmitted from the contents server 52or two or more contents data are 
unifiedand there is processing of album-izing etc. which are summarized to one 
contents data and with which the user 55 is provided. The contents data after edit 
is again enciphered using an enciphering key (for contents data) by the data 
encryption device 1 1 4. 

[0160]In Step S65the data storage equipment 116 is edited with the data editing 
device 1 12and the data enciphered by the data encryption device 1 14 is 
memorized. 

[0161]In Step S66the data transmitter receiver 1 1 1 stands by until it judges 
whether transmission of metadata was required from the user terminal 56 which 
the user 55 manages and Judges with transmission of metadata having been 
required. Thenwhen the data transmitter receiver 1 1 1 judges with transmission of 
metadata having been requiredprocessing progresses to Step S67. 
[0162]In Step S67the data transmitter receiver 1 11 acquires the metadata 
corresponding to the contents data which the user 55 demands from the data 
storage equipment 1 16and transmits to the user terminal 56 via the network 22. 
STB151 of the user terminal 56 which received the metadata which the data 
transmitter receiver 1 1 1 transmits checks the contents described by metadataand 
prepares decoding related processing of contents data. Although detailed 
processing of STB151 is mentioned latertransmission of contents data is required 
from STB151 after that. 

[0163]Thenin Step S68the data transmitter receiver 1 1 1 judges whether 
transmission of contents data was required from the user terminal 56. 
[0164]When the data transmitter receiver 1 1 1 judges with transmission of 



contents data having been required from the user terminal 56processing 
progresses to Step S69 and the data transmitter receiver 1 1 1The contents data 
memorized by the data storage equipment 1 16 is transmitted to the user terminal 
56 via the network 22. 

[0165]Nextthe settling server 58 which the settlement center 57 manages explains 
the issue processing of the royalty information on contents data performed to the 
user terminal 56 with reference to the flow chart of drawing 20 and drawing 21 . 
[0166]In Step S81it stands by until it judges with the license device 132 having 
judged whether the purchase of the royalty information on contents data was 
required from the user terminal 56and having been required. When the license 
device 132 judges with the purchase of royalty information having been required 
from the user terminal 56processing progresses to Step S82. 
[0167]Step S82 Set and the license device 132The user 55 who is demanding the 
purchase of royalty informationin order to check whether the contract of receiving 
offer of contents data from the service provider 53 is carried outbased on the 
information transmitted from STB151 of the user terminal 56it is asked to the user 
management device 133 whether STB 151 is apparatus for a contract. According to 
this inquirythe user management device 133 searches whether STB151 which 
requires the purchase of royalty information is apparatus for a contract from the 
contract information which he has managed. That isin this systemthe user 55 
needs to contract with the service provider 53 beforehandbefore receiving offer of 
contents data. Contract information is supplied to the settlement center 57 from 
the service provider 53and is registered into the user management device 133. 
[0168]In Step S83the license device 132 judges the search results of the user 
management device 133 of Step S82. The license device 132 reports that royalty 
information cannot be sold to the user terminal 56 when it judges with STB151 
which is demanding the purchase of royalty information not being apparatus for a 
contractand processing is ended. 

[0169]The license device 132 STB151 which is demanding the purchase of royalty 
informationWhen it judges with it being apparatus for a contractprocessing 
progresses to Step S84and the license device 1 32 performs the encryption 
processing block 163 and mutual recognition of STB151 via the network 22 from 
the data transmitter receiver 131 and shares a session key. 

[0170]In Step S85the license device 132 ends processingwhen it judges whether 
mutual recognition was materialized and judges with mutual recognition not being 
materialized. 

[0171]When the license device 132 judges with mutual recognition having been 
materialized in Step S85processing progresses to Step S86 and the license device 
132Based on the request content transmitted from STB151it is asked to the 
copyright management device 134 whether issue of royalty information is possible. 
The means of settlement of the content ID of the contents data in which the user 
55 wishes to usethe usage pattern of contents dataand the price for royalty 
information are contained in the request content transmitted from STB151. (In 
settlement of accounts according [ means of settlement ] to a credit cardthe card 



number of a credit card) The demand information to which the card number of a 
prepaid card is transmitted from this STB151 containedrespectively in the 
settlement of accounts by the electronic money of a prepaid card type [ means of 
settlement ]In order to prevent unjust processing of an alteration etc.it is 
enciphered by the encryption processing block 163 and transmitted from STB151. 
[0172]In Step S87the license device 132 judges the result which the copyright 
management device 134 was asked at Step S86. When it judges with the ability of 
issue of royalty information not to be performedthe license device 132 reports 
that issue of royalty information is not made to the user terminal 56and ends 
processing. 

[0173]In Step S87when the license device 132 judges with issue of royalty 
information being possibleprocessing progresses to Step S88 and the license 
device 132 requires accounting from the charging device 135. 
[0174]In Step S89the charging device 135 notifies accounting information to the 
user terminal 56 while it acquires the price for the royalty information which the 
user 55 demands from the fare information which oneself has managed and 
requires settlement processing from the settlement equipment 136. 
[0175]In Step S90the settlement equipment 136 which received the demand of 
settlement processing from the charging device 135 performs settlement 
processing. In the settlement of accounts by a credit cardmeans of settlement the 
settlement equipment 1 36The user ID of the user 55 who is demanding the 
purchase of royalty information of the settling server of the credit card company 
which is not illustratedand the price for the royalty information which the charging 
device 135 acquired are notifiedand the message of whether to be able to settle 
accounts is received from the settling server of a credit company. The settlement 
equipment 136 notifies the result of a message to the charging device 135. 
[0176]In settlement of accounts according [ the means of settlement which the 
user 55 demands ] to prepaid card type electronic moneyit is judged whether the 
settlement equipment 1 36 can compare card ID notified by the user 55 and card 
ID of the prepaid card which he managesand can settle them. When accounts can 
be settledthe settlement equipment 136 updates the balance information of the 
prepaid card type electronic money which the user 55 is usingwhile notifying this 
decision result to the charging device 135. 

[0177]In Step S91the charging device 135 judges whether settlement of accounts 
was materialized using the information notified from the settlement equipment 136. 
When it judges with settlement of accounts not being materializedthe charging 
device 135 notifies the user 55 of settlement of accounts not being 
materializedand ends processing. 

[0178]In Step S91the charging device 135 reports that settlement of accounts 
was materialized to the license device 132when it judges with settlement of 
accounts having been materialized. 

[0179]At this timein Step S92the license device 132 enciphers royalty information 
with a session keyand transmits to the user terminal 56 via the network 22. The 
transmitted royalty information is decoded by the encryption processing block 1 63 



of STB151 with a session key. 

[0180] Drawing 22 shows the example of royalty information. In the example of this 
royalty informationin the field 1 . 1 and the right generation time of the royalty are 
described to be January 2A.D. 2000 for the content ID of the contents data in 
which 2 and use were permitted for ID of the content provider 51 who permits 
issue of the royalty information on contents data to the user 55. 
[0181]It is described by the field 2 that the usage pattern permitted by the 
content provider 51 is streamingand it is considered as the fee with 30 yen of the 
usage pattern by the streaming in the field 3. 

[0182]The meta key is arranged in the field 4. Usuallythe key (enciphering key (for 
contents data) ( drawing 17 )) for decoding the contents data in which use was 
permitted is encipheredand a meta key is a key for decoding and acquiring the 
enciphering key (for contents data). 

[0183]The digital signature of the whole royalty information is added to the field 5. 
[0184]Royalty information is memorized by it by the flash memory 185 arranged 
inside the encryption processing block 163after verification of the digital signature 
is performed by the encryption processing block 163 of STB151. The memorized 
royalty information is suitably used in decoding related processing of contents 
data. 

[0185]Nextprocessing of STB151 after acquiring royalty information is explained 
with reference to the flow chart of drawing 23 t hru/or drawing 25 . 
[0186]In Step SI 01 the controller 162 of STB151 requires transmission of the 
metadata corresponding to the contents data which purchased royalty information 
from the service server 54 based on the instructions from the user 55. 
[0187]In Step S102the data-transmission-and-reception block 161 receives the 
metadata transmitted from the service server 54 via the network 22. 
[0188]The metadata received at Step SI 02 is the metadata 3 or the metadata 4 
shown in drawing 1 9 . Since the digital signature is added to metadatathe controller 
162 recognizes it as verification of a digital signature being required. Thenthe 
controller 1 62 transmits metadata to the encryption processing block 1 63. 
[0189]In Step S103the microprocessor 182 of the encryption processing block 163 
verifies the digital signature of the transmitted metadataand judges the 
justification of metadata. 

[0190]That isthe hash value calculation subblock 189 calculates a hash value with 
the application of a hash function to the metadata sent by the plaintext. The 
encryption processing subblock 1 87 decodes an enciphering key (for contents 
data) with the meta key memorized by the flash memory 1 85furtherdecodes a 
digital signature with an enciphering key (for contents data)and obtains the hash 
value contained there. The hash value in which the hash value calculation subblock 
189 computed the digital signature verification subblock 188 from the whole 
sentence of the transmitted metadata using the hash functionA digital signature is 
verified by comparing the hash value decoded by the encryption processing 
subblock 187. The hash function which the hash value calculation subblock 189 
uses is the same function as the hash function which the hash value calculation 



subblock 98 of the contents server 52 and the data encryption device 1 1 4 of the 
service server 54 use. 

[0191]The microprocessor 182 acquires the result which the digital signature 
verification subblock 188 verifiedand judges the existence of unjust processing. 
[0192]In Step S104the microprocessor 182 is notified to the controller 162when 
metadata judges whether it is normal data (data which is not altered) and has 
recognized unjust processing (when a hash value is not in agreement). The 
controller 162 notifies the user 55 of existence of unjust processingand ends 
processing. 

[0193]When it is checked by the microprocessor 182 in Step SI 04 that metadata 
is normal dataProcessing progresses to Step S105and the microprocessor 182 
purchases the contents of the metadata which received from the settlement 
center 57and compares them with the contents of the royalty information 
memorized by the flash memory 185. Therebyas for the metadata which the data- 
transmission-and-reception block 161 receivedit is judged by the microprocessor 
182 whether the user 55 is the metadata corresponding to the contents data 
which purchases royalty information and requires transmission of the service 
server 54. 

[0194]In Step S106the result which the microprocessor 182 compared at Step 
SI 05 is judged by the microprocessor 182. The microprocessor 182 is not in 
agreement with the contents of royalty informationand when the contents of 
metadata judge with the ability of justification not to be checkedthey notify it to 
the controller 162. The controller 162 reports that unjust processing exists in 
metadata to the user 55and ends processing. 

[0195]In Step S106when the microprocessor 182 compares the contents of 
metadata with the contents of royalty information and checks the justification of 
metadataprocessing progresses to Step SI 07. The microprocessor 182 prepares 
decoding related processing of contents data by checking the code related 
processing information included in metadataand comparing with the throughput of 
oneself decoding related processing. The encryption processing block 163 of this 
example has a function which decodes the contents data enciphered with the 
algorithm of DESand the transfer rate which outputs the result of decoding related 
processing presupposes that it is it 3Mbps. On the basis of these throughput of 
the encryption processing block 163it is judged by the microprocessor 182 in Step 
SI 08 whether distributed processing is required. 

[0196]For exampleprocessing of the microprocessor 182 when the metadata 3 of 
drawing 1 9 (A) supports the contents data transmitted from the service server 54 
is explained. 

[0197]In order to decode the contents data 3 enciphered from the contents of the 
metadata 3the microprocessor 182To deal with the algorithm of DES is 
requiredand the audio information compressed by the standard of MP3 is 
recognized that the throughput of the transfer rate of 1 28Kbps is demanded in 
order to reproduce by streaming. By measuring its own throughput and the 
throughput demandedthe microprocessor 182 is independent and judges with it 



being possible to process the contents data 3 here. In this casein Step SlOSit 
judges with distributed processing not being required for the microprocessor 
182and processing progresses to Step S109. 

[0198]In Step S109the controller 162 which received the notice from the 
microprocessor 182 when the encryption processing block 163 was able to 
process the contents data 3 independently requires transmission of the contents 
data 3 from the service server 54. 

[0199]In Step SI lOit is transmitted from the service server 54 and the contents 
data 3 which the controller 162 requires at Step SI 09 is received by the data- 
transmission-and-reception block 161 via the network 22. The encryption 
processing block 163 which received transmission of the contents data 3 from the 
controller 162 is independentand decodes the contents data 3. 
[0200]Namelythe encryption processing subblock 187 of the encryption processing 
block 1 63A meta key is acquired from the royalty information memorized by the 
flash memory 185and the data-transmission-and-reception block 161 decodes the 
enciphering key (for the contents data 3) received with the contents data 3 using 
a meta key. 

[0201]The encryption processing subblock 187 decodes the contents data 3 
enciphered using the enciphering key (for the contents data 3) decoded and 
acquired. 

[0202]Nextprocessing of the microprocessor 182 when the metadata 4 of drawing 
19 (B) supports the contents data transmitted from the service server 54 is 
explained. 

[0203]The microprocessor 182 from the contents described by the metadata 4. 
The throughput which decodes the contents data 4 enciphered by the encryption 
algorithm of DES is requiredand when reproducing the video data compressed by 
the standard of MPEG 2 according to the usage pattern of streamingit is 
recognized as the transfer rate of 4Mbps being demanded. 

[0204]The microprocessor 1 82 recognizes it as the encryption processing block 
163 being unable to process the contents data 4 independentlyas a result of 
measuring its own throughput and the throughput demanded. In this casein Step 
SI 08it judges with distributed processing being required for the microprocessor 
182and processing progresses to Step S1 1 1. 

[0205]In Step S1 11 it is notified to the controller 162 that the distributed 
processing of the contents data 4 is required for the microprocessor 182. 
Information required in order to perform the distributed processing of the contents 
data 4 is included in this notice. For examplewhen decoding contents datathe 
information on the output destination change etc. of the processing result of the 
decoding related processing by the processing speed and the distributed 
processing point of the data which the required algorithm and the encryption 
processing block 163 run short of is included. 

[0206]In Step SI 12the controller 162 searches the distributed processing point of 
the contents data 4 based on the information notified from the microprocessor 
1 82. The candidate of the distributed processing point is listHzed by the controller 



162is given beforehandand isandin the case of this examplecontroller 162 self is 
searched as the distributed processing point of the contents data 4 in Step S1 13. 
[0207]Herethe throughput which the microprocessor 182 requires considers the 
data which outputted and decoded the decoding processing result by DES of the 
contents data 4 by 2Mbps as transmission to the predetermined memory area of 
external RAM 165. 

[0208]In Step S114the controller 162 generates a software process as preparation 
of the decoding processing of the contents data 4 in order to perform decoding 
processing by software. 

[0209]In Step S115the software process of the controller 162 notifies the 
microprocessor 182 that the distributed processing of the contents data 4 is 
possible. 

[0210]In Step S116the microprocessor 182 performs a software process and 
mutual recognitionit is Step SI 17and it is judged by the microprocessor 182 
whether mutual recognition was materialized. 

[0211]When the microprocessor 182 judges with a software process and mutual 
recognition not being materialized in Step S117the microprocessor 182It is 
recognized as the ability of the contents data 4 not to be decodedand it is 
reported that mutual recognition is not materialized for the controller 162. The 
controller 162 which received the notice reports that the contents data 4 cannot 
be decoded to the user 55and ends processing. 

[0212]In Step SI 17processing progresses to Step S1 18 and the microprocessor 
182 notifies the controller 162 that preparation of the distributed processing of 
the contents data 4 completed the microprocessor 182when it judges with a 
software process and mutual recognition having been materialized. 
[0213]In Step S119the controller 162 which received the notice of preparation of 
the distributed processing of the contents data 4 having been completed from the 
microprocessor 182 requires transmission of the contents data 4 from the service 
server 54. 

[0214]In Step S120the data-transmission-and-reception block 161 receives the 
contents data 4 transmitted from the service server 54 via the network 22. 
Thenthe controller 1 62 distributes the contents data 4 to the encryption 
processing block 163 and a software process based on the determined distributed 
processing form. 

[0215]In Step SI 21 the encryption processing block 163To a software processfrom 
external RAM 165 which is the output destination change of a distributed 
processing result specified beforehandthe processing result of a software process 
is acquired and it transmits to the data reproduction apparatus 152 with the 
contents data 4 which he decoded. Therebythe user 55 becomes possible [ using 
the contents data 4 ]. 

[0216]Hereafterprocessing of STB151 in the case of carrying out the distributed 
processing of the contents data with various methods is explained. The throughput 
of decoding related processing of the encryption processing block 1 63 supports 
the encryption algorithm of DES like the case of the example mentioned aboveand 



decoded data transfer speed is set to 3Mbps. In the following explanationthe 
explanation is suitably omitted about the same processing as the case where the 
contents data to which STB151 has the metadata 3 and the metadata 4 with the 
flow chart of drawing 23 t hru/or drawing 25 is received. 

[0217]The data which STB151 receives comprises a format shown in drawing 
26and is memorized by the data storage equipment 1 16 of the service server 54. 
In drawing 26 as compared with drawing 1 7 the encryption unit block of the layer 2 
is further constituted from this example by the block of the data length of 512KB 
and digital signature as the layer 3 so that clearly. Thereforein this exampleit can 
be Judged whether unjust processing of an alteration etc. is carried out to each 
encryption unit block of contents data by verifying the digital signature added to 
this encryption data. 

[0218]NextSTB151 explains the processing at the time of receiving the contents 
data 5 corresponding to the metadata 5 shown in drawing 27 . Introduction and the 
metadata 5 are explained. One is described for service provider ID and the 
copyright occurrence time of 1 and the contents data 5 is described for content 
ID as January 1A.D. 2000 by the field 1 respectively. 

[0219]In the field 2it buys as streaming and the usage pattern 2 as the usage 
pattern 1 of the contents data 5and limited time offer one year is described as the 
usage pattern 3respectively. 

[0220]When the fee of the contents data 5 uses the contents data 5 according to 
the usage pattern of streamingin use by 30 yen and the usage pattern of 
acquisitionin use by 150 yen and the usage pattern for limited time offer one yearit 
is described as 80 yen by the field 3. 

[0221]The regeneration time in the data reproduction apparatus 152 of the 
contents data 5 is 10 minutesand it is described by the field 4 that the total data 
volume is 225 MB. The contents data 5 is a video data compressed by the 
standard of MPEG-2and the transfer rate of 3Mbps is demanded. 
[0222]As for the generation algorithm of the digital signatureDES and the data unit 
of encryption of the encryption algorithm of DSA and the contents data 5 are 
512KBand it is described by the field 5 that the digital signature is added for every 
encryption block. 

[0223]When the microprocessor 182 receives the metadata 5in the data 
reproduction apparatus 152the microprocessor 182 recognizes it as data transfer 
rates required in order to reproduce the contents data 5 being 3Mbps from the 
contents described by the metadata 5. Thereforeit is recognized as it being 
possible for the encryption processing block 163 to carry out decoding processing 
independently as for the microprocessor 182when the processing required of the 
encryption processing block 163 is only decoding processing. Howeversince the 
digital signature is addedthe microprocessor 182 recognizes it as the verification 
processing of a digital signature being demanded for the encryption block of the 
contents data 5and Judges to it that it is impossible to process the contents data 
5 independently. 

[0224]Like the case of the metadata 3 and 4 mentioned abovethe software 



process of the controller 162 is searched by controller 162 self as the distributed 
processing pointandas for the microprocessor 182the distributed processing of the 
contents data 5 is required from a software process. The request content in this 
case verifies the digital signature added for every encryption data of 512KBand 
notifies the encryption processing block 163 whether unjust processing exists. 
[0225]Thenwhen the contents data 5 is receiveddecoding related processing of 
the contents data 5 is distributed by the controller 162and the encryption 
processing block 163 decodes the contents data 5. On the other handa software 
process verifies a digital signature. The distributed processing of the contents 
data 5 is attained by the above method. 

[0226]In the verification processing of a digital signaturewhen a software process 
detects unjust processing of datawhile it reports that unjust processing was 
detected to the encryption processing block 163it stops processing. 
[0227]When the notice of a purport which detected unjust processing from the 
controller 162 is receivedthe encryption processing block 163 memorizes the 
circumstances of processing to the flash memory 185and ends processing. The 
circumstances of the memorized processing are notified to the settlement center 
57 laterand the price settled when purchasing royalty information is canceled. 
[0228] NextSTB 151 explains the processing at the time of receiving the contents 
data 6 corresponding to the metadata 6 shown in drawing 28 . Introduction and the 
metadata 6 are explained. Description of the field 1 thru/or the field 4 is the same 
as that of the metadata 5 of drawing 27 and the explanation is omitted suitably. 
[0229]In the field 5the encryption algorithm of DSA and the contents data 6 the 
generation algorithm of a digital signature IDEA (International Data Encryption 
Algorithm)The data unit of encryption is 512KB and is described that the digital 
signature is added for every encryption block. 

[0230]When the microprocessor 182 receives the metadata 6the microprocessor 
182 recognizes as it being necessary to support the encryption algorithm of IDEA 
from the contents described by the metadata 6in order to decode the contents 
data 6. Thereforethe encryption processing block 163 only corresponding to the 
encryption algorithm of DES recognizes the microprocessor 182 that it is 
impossible to decode the contents data 6 independentlyand it entrusts decoding 
processing to the software process of the controller 162. 
[0231]Thendecoding processing of the contents data 6 based on a software 
process is performedand the controller 162 transmits a processing result to the 
data reproduction apparatus 152. 

[0232]NextSTB151 explains processing of the microprocessor 182 at the time of 
receiving the contents data 7 corresponding to the metadata 7 shown in drawing 
29 . In this examplethe encryption processing block 163 assumes that it is set up 
perform distributed processingwhen other real-time operations are required in 
addition to the decoding processing of the contents data 7. The encryption 
processing block 163 presupposes that it is possible to access external RAMI 65 
freely. 

[0233]The microprocessor 182 assumes that it has an internal clock. With an 



internal clockthe microprocessor 182 is a predetermined time interval and can 
judge whether decoding processing by the software process of the controller 162 
which ordered it distributed processing is performed based on the request content. 
Introduction and the metadata 7 are explained. Description of the field 1 thru/or 
the field Sand the field 5 is the same as that of the metadata 5 of drawing 27 and 
the explanation is omitted suitably. 

[0234]The regeneration time of the contents data 7 is 10 minutesand it is 
described by the field 4 that the total data volume is 300 MB. The contents data 7 
is a video data compressed by the standard of MPEG 2and the transfer rate of 
2.5Mbps is demanded. 

[0235]The microprocessor 182 recognizes it as data transfer rates required in 
order to reproduce the contents data 7 in the data reproduction apparatus 152 
being 2.5Mbps from the contents described by the metadata 7when the metadata 
7 is received. Thereforealthough the encryption processing block 1 63 is able to 
decode the contents data 7 independentlywhen other real-time operations are 
required in addition to the decoding processing of the contents data 7it is set to 
the encryption processing block 163 in this example perform distributed 
processing. Thereforethe encryption processing block 163 recognizes it as the 
verification processing of the digital signature added for every encryption data 
being demandedand requires the distributed processing of the contents data 7 
from the software process of the controller 162. 

[0236]The microprocessor 182 specifies transmitting the processing result of the 
contents data 7 to the predetermined address space of external RAMI 65 with the 
demand of distributed processing. Thenwhen the contents data 7 is received by 
the data-transmission-and-reception block 161 the software process of the 
controller 162 verifies the digital signature added for every encryption data of the 
contents data 7. 

[0237]With the internal clock arranged at its own insidethe microprocessor 182 
can set up a time schedule so that the internal processing of the encryption 
processing block 163 may be completed for every predetermined time. The 
microprocessor 182 accesses external RAMI 65 by the setting out at the idle time 
of the internal processing of the encryption processing block 163. Since it is 
directed that a software process transmits a processing result to the 
predetermined address space of external RAM 165 from the microprocessor 182the 
microprocessor 1 82By accessing the predetermined address space of external 
RAM165it becomes possible to Judge whether verification of the digital signature 
by distributed processing is performed by the software process based on the 
demand. 

[0238]The microprocessor 182 from the predetermined address space of external 
RAM165When it has been recognized as the processing result of the contents 
data 7 based on a software process being unacquirableor when it has been 
recognized as distributed processing not being performed as a demandit is 
reported that distributed processing is not performed by the controller 162 as a 
demand. Thenthe controller 1 62 ends processing. 



[0239]This invention is applicable to various devices which process digital data. 
Although the distributed processing of contents data decided to commission and 
process to the information processing section arranged inside STB151 in the 
above exampleWhen it is possible to transmit and receive data via communication 
interfacessuch as IEEE(The Institute ofElectrical and Electronics Engineerinc) 
1394Distributed processing can also be entrusted to the information processing 
section arranged at the external device. 

[0240]Although a series of processings mentioned above can also be performed by 
hardwarethey can also be performed with software. The computer by which the 
program which constitutes the software is included in hardware for exclusive use 
when performing a series of processings with softwareOr it is installed in the 
personal computer which can perform various kinds of functionsfor exampleare 
general-purposeSTB151etc. from a recording medium by installing various kinds of 
programs. 

[0241] Drawing 30 shows the example of composition of the personal computer 201 
with which the software which performs a series of processings is installed. The 
personal computer 201 contains CPU(Central Processing Unit) 211. The 
input/output interface 215 is connected to CPU211 via the bus 214. In the 
input/output interface 215a keyboardAs the input part 216 which consists of input 
devicessuch as a mouseand a processing result. As the outputting part 217 which 
outputs **for examplean audio signaland a processing result. Via the storage parts 
store 219 and LAN (LocalArea Network) which consist of the indicator 218 which 
consists of a display etc. which display ******a hard disk drive which stores a 
program and various dataetc.or the Internet. The communications department 220 
which consists of a modem etc. which communicate dataand the magnetic disk 
222 (a floppy disk is included)the optical disc 223 (CD-ROM (Compact Disc-Read 
Only Memory).) DVD (Digital VersatileDisc) is included — the drive 221 which 
write data to recording mediasuch as the magneto-optical disc 224 (MD (Mini 
Disc) is included) or the semiconductor memory 225is connected. ROM (Read Only 
Memory)212 and RAM213 are connected to the bus 214. 
[0242]The software which performs a series of processings is supplied to the 
personal computer 201 in the state where it was stored in the magnetic disk 
222the optical disc 223the magneto-optical disc 224and the semiconductor 
memory 225It is read by the drive 221 and installed in the hard disk drive built in 
the storage parts store 219. From the storage parts store 219the agent program 
installed in the storage parts store 219 is loaded to RAM213 by instructions of 
CPU21 1 corresponding to the command from a user inputted into the input part 
216and is executed by them. 

[0243]In this specificationeven if the processing serially performed according to an 
order that the step which describes the program recorded on a recording medium 
was indicated is not of course necessarily processed seriallyit also includes a 
parallel target or the processing performed individually. 

[0244]In this specificationa system expresses the whole device constituted by two 
or more devices. 



[0245] 

[Effect of the InventionjAs mentioned aboveaccording to the information 
processor of this inventionan information processing methodand the program of a 
recording medium. The throughput which recognizes the throughput required of 
data processing of contents dataand is required of data processing from the 
characteristic information of contents dataSince not only a predetermined data 
processing part but other data processing parts and contents data were 
dispersedly processed when its own throughput was measured and its own 
throughput had not satisfied the throughput required of data processingThe thing 
with an easy function change which is low cost and for which the system which 
can process data promptly is realized becomes possible. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the example of composition of the 
conventional decoding LSI. 

[Drawing 2] It is a block diagram showing the example of composition of the data 
processing system which applied this invention. 

[Drawing 3] It is a flow chart explaining processing of the data source. 

[Drawing 4] lt is a flow chart explaining processing of a data receiver. 

[Drawing 5] It is a flow chart of a continuation of drawing 3 explaining processing of 

a data receiver. 

[Drawing 6] It is a figure showing the concept of the contents distribution system 
which applied this invention. 

[Drawing 7] It is a block diagram showing the example of composition of a contents 
server. 

[Drawing 8] It is a block diagram showing the detailed example of composition of a 
data encryption device. 

[Drawing 9] It is a block diagram showing the example of composition of a service 
server. 

[Drawing 1Q] It is a block diagram showing the example of composition of a settling 
server. 

[Drawing 1 1] It is a block diagram showing the example of composition of a user 
terminal. 

[Drawing 12] It is a block diagram showing the example of composition of a set top 
box. 

[Drawing 13] It is a block diagram showing the detailed example of composition of 
an encryption processing block. 

[Drawing 14] It is a figure showing the example of the data format which an 
encryption processing block transmits and receives. 
[Drawing 15] It is a flow chart explaining processing of a contents server. 
[Drawing 16] It is a figure showing the example of the metadata which a contents 



server generates. 

[Drawing 17] It is a figure showing the example of a format of the data which a 
contents server transmits. 

[Drawing 1 8] It is a flow chart explaining processing of a service provider. 
[Drawing 1 9] It is a figure showing the example of the metadata which a service 
server generates. 

[Drawing 20] It is a flow chart explaining the issue processing of the royalty 
information on a settling server. 

[Drawing 21] It is a flow chart of a continuation of drawing 19 explaining the issue 

processing of the royalty information on a settling server. 

[Drawing 22] It is a figure showing the example of royalty information. 

[Drawing 23] It is a flow chart explaining processing of a set top box. 

[Drawing 24] It is a flow chart of a continuation of drawing 22 explaining processing 

of a set top box. 

[Drawing 25] It is a flow chart of a continuation of drawing 23 explaining processing 
of a set top box. 

[Drawing 26] It is a figure explaining the example of a format of data. 

[Drawing 27] It is a figure showing the example of metadata. 

[Drawing 28] It is a figure showing other examples of metadata. 

[Drawing 29] It is a figure showing the example of further others of metadata. 

[Drawing 30] It is a block diagram showing the example of composition of a 

personal computer. 

[Description of Notations] 

21 The data source and 22 A network23 A data receiver41 data receiving 
sectionsand 42. A data-processing judgment part and 43 A decoding processing 
section44 calculation parts45 data storage partsand 56 user terminalslSI A set 
top box and 152. A data reproduction apparatusa 161 data-transmission-and- 
reception blockand 162. A controller and 163 An encryption processing block164 A 
flash memory and 165 External RAMI 81 An input-and-output interface block182 A 
microprocessorl 83 RAMand 184 [ An encryption processing subblock a 188 
digital-signature verification subblockand 189 hash-value calculation subblock ] A 
random number generation block and 185 A flash memory and 186 An enciphering 
processing part and 187 
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Sfl!):&aic<fc y tifczi >x>«y X— SI ^Bg^^b L 
fcU. x-rv^'^/bS^^^fiE-r?) (J-XTx =]>x>>yx 
— SfiDBg^<bftiS, fcJ:tfx-i'i>'^;U«i&<7)^filtjl!lS* 
*<!:46TPg^M)l«vat«;-r*) o ^fc x-'S'^fiESP 

3 2li. =)>x>>yx— S^WBg^^blcBHr^x-^^ci:' 
3!)^IBJ^E^tlTL^«y^x— Si^^figr^o x— S^IfiltgU 
3 3f4. X— Si^fiESBS 2l::J:U^«*nri:=l>x>'> 
X— S'fcJ:0^^^x-4»«iB1fr-5o x-^'afiSS3 4 
tiv X— S'Sfi^«2 3 6^60S3?IcjSL:Ts x-^»iB 
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USB 3 3 icf Btt^nTt^?) ^ X— Si *5 j:if =1 >'y 

[0 0 2 2] ^ y hr?-- 57 2 2li, T^-- 5J3lfiSI»2 1 

[0 0 2 3] x--Jf§fi^lSi2 3li. x—J^S^fSPA 

4. i5<}:tfx— 5'BB1I«B4 5J:y«lRE*n«o 

[0 0 2 4] 7=^-^§{ia!4 1 7=^-^Jil<IgM2 1 
6^ 6 Sffl * n fc y ^- -J' J: If =1 > 5^ > 5=^ - -S? ^ § 

®^<t<Dififp«*ij«Bir«o «^«iaa54 3«. 7^— SfS 
fia54 1 ic<j:ui§{i*n/i:=iv-x>'yx— S'A'^fli#^k^■ 
ajaatiji-rs) « i+Jia54 4i±. 7=^— sj5!isi|aj8ffsi54 

11g|54 5ti. x--?§fIgB4 1 lcJ:'J§<i?nfc=i>7^ 
>'>7=^-iSi. i5J:t>1I^t5!iaBIJ4 3lcJ:U«-it#n. 
Ox -< y ^ ;Ua**i^»liE*tlfc3 >7^ 7=^- 51 *IB11 

[0 0 2 51 i^tc. 7='— 5fjS<ilglil2 1 *«S«-rSp<^i 
X— ?*JJ:ifn>7^>'y7^— f*. x-^iS{iSK2 3 

3B«sfiu ^alsr«-a<D^als^coL^T^ la 3 times 

[0 0 2 6] I2l3ti. X— Sfjil«^a2 1 (DSaS^&IHRS 

*7':^P'?x--S'*fclix-rv'^'>U7=^— ?*IXi5U □ 
>7^ W 7=^—51 *fPJ5E-r*o x-^^fiEgP3 2«. 
h-r?-^? 2 2:£^>LT7=^--S'§(iSE2 SlcJtrLTiM^I 

[0 0 2 71 $^c, 7^-^fSlfiESP3 2l*. y^fT^—SJ* 
ifiE-rSo Sflcti. 2lffl7rn*=i>7^>'yx- 

=l>-r>'y7=^— 5^©l^g^^Kaj^lS^^:Bllr«« 
?BTfe«Bg^tllllji1t«!A'«fB5B*tl«o =1 VxVi/T^— 5J 

^m. *jff#^Mgij-r5*'jff«iD. zi>7^>'y7='— 

f'Jfflf^SI. =l>5^>'>7=-^f'JfflffJ!ll«©i|st^. =l>7^ 



[0 0 2 8] 7.x'>yS2^C^5l,^T. x— SfiBltSIS 3 3 

(is X 7" 3i^s 1 © jiasT-T^- -SI ^^gp 3 2 ic ,i: y fp^j)6 

#ti/£:=i>x>'yx-^i*iJ:tf;><^ix-4i«IB1fr«o 
[0 0 2 9] X7'>^S3lefct^Ts 9-^^Wm[^ 
3 1 ti. x-^§fiSS2 3A^e^^7^-^aDS<lA^S 

y^^7^-^©3gfi6>S3?*nfc<!:2|!iJ«*tlfcli^x ffi 
SiiXx->:/S4icJttJo 

[0 0 3 01 :^x•v:''S4^cat^Ts =r-^W!m^A 

t*. t"'-' $113115153 3 lcfB1t*nTt^^y^x-t5»^. 
^-7—57 2 2^^LT5=^— J'§«^M2 3lc2Hi-r 

SB2 3tt. 5ilc:sBai7*-nTt^*1fa[*i*«T 

iBai3-nTt^*zi>7^>*>x-'S'<Dit«icjsi:Ts 

a 2 1 KzWSLt^o 

[00 3 11 :^xu/:/S5icfct^Tv =r-^^ 

mm^-i 1 tt. 7=^— 5'Sf5ilB2 33!)^63>7^>'>x 

[00321 J^t' •> 7S 5 iCfct^T. t"— S^SftSipJKIige 
3 1 lz:j:yx-^iSfi^a2 3A^63>7^>'y7^-^© 

[0 0 3 3] 7.5^>:fS5lc^'l^T. 7=^— J»«ia*iJ»rBP 
3 1 6\ t'"— 5fS'(iSia2 3 3b^6=l>x>'y7=^-^<D)M 

, 7^~- •SJ 2lftg|5 3 41*. 7^—51 |B1Sa5 3 3 iClBtg* 
tlTl-^S=l>x>•>7='— 5i«^. ^ y h'7-^2 2*i>L 

[0 0 3 4] EI4fcJ:0:|2!5l*. 7='- gffiSE 2 3 AD 

^c^5c^T. X— ?ji&s*'jBfgP4 2t*. X— si§«^a2 

3 *«S-r 5fiJffl«3b^6 =1 W 5r— Si 

p > 7^ > 7=^— s» ic?* jsr s X— ? <DjM{i^sa?r 

[0 0 3 5] X7''y:^S1 2lcfcl^T. 7^— S'§{lgP4 
1 1*. x-4'3Sfi^a2 1 6-82Hf*nT*fcP<^i7=^- 
^f^. hr?-- >2 2^^LTS«-r*o 7^-^S<I 
354 1 tfiSfSLfc><^ix-^ft*. 7^-$t5aaWBrg|54 2 
IcfESirti. x-^jaiS¥'JBfgP4 2lcJ:yBBa7*-nTL^ 

[0 0 3 61 I^T^ v^SI 3tct;i,>T> X— Sffflra^iJWr 
354 21*. y-S'7=^-'S'tciaa5*nTt^^p>7'vy7=^- 
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[0 0 3 71 T.T'-yySI StCfcl^T. t"-- SijiaSilfJBf 
-5c 

[0 0 3 8] X5^-;/:/S1 SlcfcLNT. 7=^— S'flgB 4 
Ui. X— S'S«Sia2 16^6, ^-y h^-- ?2 2^^> 

«^S2 3^'sar?.^'jffl«A'i7^~-'S'§«gi?4 1 icj;*; 

gS2 3 *«S-r«fiJffl#6^6S5R3!j«»«$T«Jtr 

So 

[0 0 3 9] — xx'vysi 3^c:^JL^T. x-^fffi 
[0 0 4 0] xx y:^si eicfci^Tv x-^fiasipJBfr 

¥iJ»r8l!4 2(cJ;»;4iS£;^n«Bi^M]i1ff»(iv iiaSF*3S 
[0 04 1] Xx-y^SI 7^C^Jt^T^ «-^jiaSSI54 3 

li. X— ?s^iaJ4 1 icj:y§<i3-n/c=i>xvyx- 
■r*o JiOipJSW. a^*«lS954 3^l\ n^xv^yx- 

[0 0 4 2] Xx J/>^S1 7^^:fcL^T. a^J[l31SI54 3 
t\ ll>x>>yx-t?t7)5JtttoStijt^gT-^l->t!|ajSL 

[0 0 4 3] 7.x .yysi 8^CfcL^Tv «^5Q31gB4 3 



/ce<DjiHl^§ttfcx— S'5Qa¥'J»igP4 2li. x— S^iS 

So 

[0 0 4 4] 7.xu/:rS1 9^C^3L^Ts x-'?i§<Ig|54 
1 (i^VxV'^x— Jf^gfifSc §1I*n/j:=l>x> 
•yx-^itt. «^ffiSgP4 3lC|EjJli-ns «^ffllSg|J4 
3{i. mJ4T\ =l>x>'yx-^'£D«^MajlQS*tT 

TcT'-'S'ii. X— s»iHiiaP4 5tcfBif*nSo 

[0 0 4 5] — xx-y^si 7icfctNT> '<t^sas 

g|J4 3l±. =l>xy'J/x-'J'**?!6T«^B^3i5QS^'<T 
«lS{±Xx'y:rS2 0lCji3!f. «1f«lSSB4 3t±» 

t^jic. =l>x>">x— ?a)»«ji!ia6''sg'gT»S<!:x 
— 5'ffl31!|9JBigB4 1 leiifil-r«« 

[0 0 4 61 ^^si^mcomsimmai. -^com^mm 

sc«. ^vxv'yx-^iirx'f >^^i;ua:a*p<>r 
mtnr^v. «^fifiagB4 3*\ miSTit^Mistx 

S^gffrsmaiii. «#fflSgB4 3i(\ =i>x>'yx 
■r*flgsCT««o ^3d\ iin6©srEj^jC«s x— ^is 

ft^B2 1 ^^:^5t^Tp<^^x-^'^c|aJ^■r5^:i:l^:J:y. 
Sfdi. X— SfS«^l«2 3^ci5L^Ti^46ift^■r*^:i 

[0 0 4 7] Xxu/:^S2 1 icfcL^T. x— S^SaS^Wr 
gP4 2 li. Xx 2 0 Ta^S!lSgP4 3 

ti. X— $'«lS*'JBrSi54 2lC'JXh<kS-nT^464jlS 

[0 0 4 81 Xx-y:/S2 1<!D«lSa)iBS. x-^ijas 
¥iJWtgP4 2ti. =]>xyyx— S'W^^SJjlQaSttLT^J 

^t*t+itgB4 4^saiu xx->ys2 2^c^3l,^T^ it 

[0 0 4 9] Xx y:^S2 3^ci^L^T. '<m^ms&A3 
x-^jl!ia¥'J»rgC4 2l^J:yzi>'x>>>7^-^©» 

»«is«ss5*nrj:ftiia54 4©BgTv fflsi8iifl«?Tto 

4 4ti'ii^«jlttSLfcittSie*G)£il:^35fe«*g^t-So «^ 
«iSa54 3 f1-|lgP4 4 ICjtt LT«lSie*©ai^5t* 

[0 0 5 0] Xx >:/S2 4U:*5l^T. ai^jiaSSI54 3 
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[005 1] xy''vys2Aa^^m(K>mik. a^jaagp 

4 3<)^it»a54 4 .tfflSigilft'ifiKJlLTt^Sl^^.hl'J^L 

t6T-fe^'«!:^x-^'5ailWWigB4 2lcJifl]-r^o 
SI. X— 5'5fla!|aJBra54 2lcJ:yi!iSim7*nS= 
[0 0 5 2] Xx•y:rS2 4^^fel,^T. «^«lSg|54 3 

7.7^-^:^5 2 5 icjitr. 
[0 0 5 3] X7'•yyS2 5^C^L^T. ffi^^«lSgB4 3 

[0 0 5 4] X7^ y:/S2 6^C^JL^T, X— J'§'figB4 
His h-'7-'>2 2:£^LT7=^— S'2lfi5IB2 1 3b^ 

[0 0 5 5] Xx>y:^S2 7tCfcl.NT, T'-5'g(iSP4 
1 *i^§fiL/j:=I>7^>';/x-^ti. X— ?<aiSfJBra54 
2^j|lB5LT«^j!!lSaJ4 3lC«SjJS*ns a^5ftS8l54 
3tiftl|gP4 4lc«LT, :^7^'v:^S2 2-p7^-^i«ia 
¥'JWrgB4 2 3b^g5RLfcgitJgS:^C«r3t^T. =1>7^>';/ 

[0 0 5 6] X7'•v:/S2 8^^fcL^T. ai^»31gP4 3 
ti. 7.^ :'"S 2 3 ■Z:i+IISP4 4 iLiiffl L/j:»«5aSO 

lE&x— SfT-aBSilgltU X— 5'jl!ia!|£iJBiaJ4 2lcii 
fflfSc ^<om. X— 5'ffiS*'JBrBI54 2ti, X— 5»SfS 
^B2 3©fUffl^lc3tfLT^iE!b''*ofcCi:*a53irS 

[0 0 5 7] X7'•;/:^S2 8^cfcU^Ts ai#il£lSa54 3 

[0 0 5 8] 7,7^->yS3 OlCfcl>Tx al^ti<!.SgP4 3 
<fc ^m^^m^m<ommt. itHSB 4 4 J: 
S<05aS*g« title. X— 5i|B1teP4 5lCBB1tS-n 

So 

[0 0 5 9] EI6li. *«W«igfflLfc=l>'7^>">'Efg 

5 Hi. =l>5^>">-tt-/S5 2^<gSLTfcU. ZIVt^ 



[0 0 6 0] +t-t:x:^p/W^5 3ti. ^•vhr?--^ 

2 2:&^>LT. l?iWifT-»S?iJffi#5 5tc3*LT=l>5^ 

[006 1] f^mms sit. ^-yf?.yajwif5 3*1^ 

^jS(i*nfca>5^>>y7''— Sifcj:l/;^^i7='— Sf*. m 
6*i««if^-rs*ijffl#si*5 6 ^cJ5c^Tf'Jffl■rSo 

[0 0 6 2] 3tsS-b>-5'5 7tt. /^5 8^«31 

LT^5U. ?'Jffi«5 5(c3tfLT=l>7^>">'x-^f©1^ffl 
*tW$B=&^^Tt-S<i:<!:ttJ:. ffiffittfll$B®f^:&©>?l^5a 
S*?T-5o Sfc. ;*JS-b>^»5 7ti. fiJffl«5 5A^^2S 
a^totl/cf^lfe*. PVxV'yT/P/W^rs 1 <!:. +t-tf 

p / \-f 5 3 ©paT^46la:s^nfc|g*«J^c»■^ft^T 
5JiB-rs„ 

[0 0 6 3] B17ti. P>7^>'y-9— /^5 2<D»im«>l« 

^■r:/py'>EiT-^So =l>x>'y-9— /<;5 2tt. t'- 
^^^y^^^&W? ^. 7=^-- ?i»BJI^»7 2. >-sz7=^- 

->^fiE^ai7 3. 7=^-^P§^<bSIK7 4. 7=^-^IB1I^ 
B7 5. *SJ:tfx-^fS«gS7 6J:y«lfiE3-nSo 
[0 0 6 4] 7=^— S« + -\':^9^-\'SI»7 Hi. i'i-SCft^SIX 

y '^h.rdy'- p>7^w-y— /^52 ©^jiSA'^jia 
ST'* s X- ^i fl5s:tcx«sr So 

[0 0 6 5] x-^ilimi^S7 2li. 7=^-- SJ:<^-\':r^-\' 
^E«7 1 6^eiEjM**lfc7='— S^ft'^e. fiJffi^S 5lcS« 
fSPVT^V'^x— Si^f^fiE-rs^MTJfeSo X 
— SiHaiSiB 7 2 tt. ^ 7^-^^fiEiia 7 3 Af«^BE L 

fc>: X— Sf^p VT^vy X— Sf tcfxfijp-r So 

[0 0 6 6] X— $'Bg-lf^bil«7 4li. X— S^SBJI^S 
7 2<)^5esi*nfcP>x>'yx-^'*>J:lf^4ix-^J 

tcBg^Kjijaia^sg-ro 

[0 0 6 7] X— S«ia«SEB7 5li. X— 5»Bg^<kSI« 
7 4 tcj: y iig^MaS!ia*i«fi6* nfc^-Stx— J:tf P 
>x>>yx— Si^lBIIL. sKSSltfSLiTx— SfjMfiilS 
7 6lCfe3M-rSo 

[0 0 6 8] x-^S<sSI«7 6ti. tt- tiX^PA'T 

^«"5 3!b^'ga-rs+j— ex+t-n5 4ccp>xv'yx- 

«. El 5©7P-5^^- h5#f!BLT^ai-rSo 
[0 0 6 9] E8li. x-^IBg^^^:$lil7 4(DP^fflS:«! 

fi56e<J^5^-r:^P'V-5'07SSo X— 5'Bg^<t^E7 4 
ti. Aaj:'D'r>-S'3'x-x:?'P'>'?9 1 . X— ?ii[iigJ|9J 
Br:?P y<7 9 2. x— Sf|ait:?P ^ 9 3 . SLSj^fiE:?' 
P'y'?94. i5j:tfBg^<kj(aS:?'P<y<?9 5 6^6«lfiE* 
nSo ^61^. Bg^<kfiQS:''P-;''?9 5ti. Bg^fkjlQS 
^yyo y<7 9 6. xV •y'SuVS^^V-Z^Zfa ^ 9 
7. iJj:tf/\-v->iLffitt»-y-:?"7P y^79 8 
^xSo 

[0 0 7 0] Aai^'r>-Si7x-X.:?Py^'9 1li. X 
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So 

[0 0 7 1] T'-'S'^mnSiyay^ 9 2li. 5F— S^Bg 

[0 0 7 2] 9-^tmyuy<7 9 3it. vs^^mm^ 

f£ttf So 

[0073] W&&^-7t3 y<P9A \t. t^— ? jOSWWr 

:;fp.y>7 9 2ft-6©*g^ic<fcya,»^*fiitU Bi^^bffi 

S^ P 9 5 tC^ft*g-r So ^WL^^yu -J? 9 4 A':^ 
fi!trSSL38f(i. Bg-^'fb7'>U^iJXAT-feSDES (Data En 
cryption Standard) , RSA (Ri vest-Sham ir-Ad I eman sc 
heme) ^<!:'OitjaaBg^3&^T'BS^ia5i«lS-rsa^© 

[0 0 7 41 Bi*^bjlQa:?'n->'<7 9 5ti. ZIVt^Wt^ 

-^^^DBi^^k^5cfct^7^v^>■^;^5*^^)^E^^^ls^^T3o 
SI ©Bg^fbJas^n -y -^^ 9 5 oBt^<bjias+J- yyn -y ^ 

96\,ts DES. RSAfti:C!)Bg^<b7'yl/drUX/xt!:J:y=l> 
5^ T^-- ? OBi^^b5&S^^T -5 o 

[0 0 7 5] >''S'ji'm^^m^y'yn •> 9 7 

OSA (Digital Signature Algorithm) &<i:Hc J;Sx-t' v"" 

<fc If 7^— ? ©«ijf^«^iigiir s fc*© X -■ ? T-fe So 

[0 0 7 6] /\-y->a.fiiftli:+t:/-?'P-y-5'9 8lt. 

v'a^sitCcfcsitii^^T-po /\y'>D.mmt. Sffirs 

/\-y>'iiffi<hLTai:*D-rSBa»7-*So J\-yi/n.^m 

it. ai*T'»sy\>y->afiiA^6X:>Dx— 5'^«7Lrsz: 

A:^x— Sf^suaif diA^ffllfT-ass (-:?&[«aT-« 
s) i^ss^wrso 

[0 0 7 7] x'^- v'"i?;uS:&®*j5)6t5J:t/''«iiI 

^c■^L^TS^0a■rSo x-r-^'^yUS^ro^tfiK^lix iHfi-T 
Sx-4«6^6itt^®Z;l/df'JXZ*^fflL^T. p< 

^-Tv^iXh^fffiErs (/\->->afiSi+ii+t:/:?^p>y-? 
u ^•y-t-v'^si^-rv'xx h^^-^fiK-rs) o xV->'~^;L' 

«i6©^^«tt. i»<!D«5ffi» (SL»4B£:?'P-y-J^9 4 

v-ix l-<hiMfirSx— ^©^X^aS^^bU fUffl#i:: 
jM<it-So 

[0 0 7 81 x-^'0*iJffl«li. x-^i^Sfi 

^-rv^xxh^a^iQsrSo ^Jct;:. x— fofys^i* 



t S«S-nfc ^ -y 5>" X X h ^ Jt»-r S JI <!: ic: 

J;y. x-f5>^i;U««<0«IIIA^?T*t>tiSo -Tfeto-S. 

^^l.s*f!^T^^tlTl^^t^^: i:^«-ro 

[0 0 7 9] X— SJfli-^'fbSSB7 4l::fct>T. ift 

w<Diii:±s Bsmmmvy^y^ay^9 6. tsaxf^r-i 
v^'^ius^^fiE+t^^p 9 7 ^iBg^^a^^QS^^T3 
jiiA'^RitiTSs.tLfcjb^ ii^ii. 
ecl.hib'ipJtlTfeSo -rs^s-fe. Pg^<bjiQS+t:?'7P-y 
^96 (4x— ?©Bg^^b*J<i:l5«^«'pIfi6T-6S L. x 

•< i/^)\^m^^fmy'yu y^9i itx-r y 

^fi)tfcd:l^«iaE««pr«6T*S„ 
[0 0 8 01 *6lc:. «5|t-rsili 3 <DBtf^bSfta:?^p 

1 6 3lcBHBT3rtlTt^SBg^<b5QSgi?1 8 6^«fiE 

f^nyyu^y'y'^. x— $'Bg^{b^ii7 4*«fiK-rs 
^y^ywyptmrnic. nmwMw.mtafTrsi<vsmss 
a«^s^sl^T■rsiI<!:6^7■*So ti— tfx+j— 

5 4l!:iHa*tvTL^Sx--5'Bg^<bSiai 1 4t±aiL 
r<:=l>x>'>t>--/\5 2tCiH«*nTL>Sx— SfBi^-fb 

^■7 4. ^JJ:tf^I^t^ias:rp•y^7 1 6 3iig«ic. m. 

^mmmmtcifTtsi < Bi^^3lials*ll^3■r s c: t 
*So z:nicd:y. ^ti^nosBSTiSSfijnsx 

— S^lc^ 9ifH«:<if©:^iE«:jflSA'«?TfcnsC<t:*[!fi«;i 
<tA^pItgi:&So 

[008 1] ±a5LrcJ:5%Bg^lUISjlQSA^B6*nrc=l 
>x>'>x— Sffccfclfy^ix— S^li. V-kLXZfajW 
^5 36'«eSTSt>— lfXt>— 4tc35lfS*nSc 

[0 0 8 2] 121914. -y— tiX-y— K5 4<D«!fi)6«"J^5^ 
■r:?P-y>l21T*So -9— tfX-y— /^5 4t±. X— $1)21 

sfssBi 1 1. x-^fiBJdgai 1 2. si^ 

fiESBi 1 3. x-^Bi^<bSEl 1 4. =i>x>>>y 
P^— >3>+J— 1 5, iJ«fclfx— SffBll^ai 1 
6J:t)«RE*tiSo 

[0 0 8 31 7'-'$tmsmmm^ i it*. =i>x>'>+t 
— ?*s<frs„ X— jfjiisfiiiBi 1 u*, fu 

>'yx-i5»fc<tlf;^-S'x--S'^S{trSo X— s?s§« 
Sai 1 114> zlVxVyx— Jffccklf^-S^x— 5?^jM 
<It-S^-f 5>-?:&¥J{BT-rSo Sfi-rSiSi-l'~>-5^(±. 
ffililtf. fiJffl*5 5A>60S5RlcJSi:T2ffrS«^ 
•^^ ^^»x— S'lc|BiE*tlTl^S-S»-<5>^T'3l{s'rS 
«^«L<!:6^feSo 
[0 0 8 41 x-^i«Bi(l^ia 1 1 2ti. -^t-bfX-t- 
5 4<D=&SIBTaiS3-n/i:x-i?^lBlllU f'J««5 5 

ica^t-r smsiic X- 41 *iB«-r So 
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[0 0 8 5] ^^'7=^~S»«tBESSl 1 3li. yf^^=T-^ 

3*-<fiJffi#5 5 IcSttLTiiSnrStSIBA^fSiES-n^o 
[0086] 7=^-iSfBg^^b^ai 14ti, ;><^x-iS?^ 

2CDx-'S»Bi^fk^a7 4 (08) <D«figi:|^«T'» 

[0 0 8 7] zi>7^>'y7^pt— >3>-y— 1 5 

7^>>>7Pt— >3>-9— Al 1 5tiv WWW-9--y<i:L 
TKB^tlv SPJffl«5 5t±fiJffl«4!«5l5 5 6(Cilfll*tlT 

L^* r^+f *jfijffl-r ^ Ci:lcj;y. =l>x>'>ypt 

[0 0 8 8] T^-- SffStiilBl 1 6t±. 7=^-'Si|B*^a 
1 1 2-p|B**nfc7=— SfJ&IBttU mmm5 5f^e>(D 

&=&SS<^j!QSlcoC^Tlis 01 8<^»-7P-^-V- h« 

[0 0 8 9] EllOti. >*5S-t>-S' 5 7!b'i'gSLTt^?) 

•9— /^5 8tt. 7=-^t3ISfSSI11 3 K ^'r-b>Xg 
Si 3 2, a-+f«SSilSl 3 3. sfp^tesssi 3 
4, ai&i^ai 3 5. £>,J:ifj%*^^Si 3 6<):ti:Mtll6;r 

[0 0 9 0] 7=^— S»3^§{fg»1 3 1(±. f'Jffi«4SI55l55 

X- -Sf «)ffi«*tfl)SI ASa?tf s^ir « <!: 1 ic. 
zi>=r>^yyn/W^5 1 *5J:tf+*— t'xypy^-r^fs 
3 lc54 LT. fmm 5 5 ft^ 6 IHIJR Lfcft^©3^«[« 

[0 09 1] 'y■<■^l>X^m.^ 3Ht. SfM«5 53b^6 

=1 7^- (7)««it»lA*i^S3?;? nfcJf^. ffiffl 

[0 0 9 2] ZL-H/BSSslSii 3 3l±. ^-iixyn/K 

LTl^5fiJffl#5 5. ^J:Zft(D%>mm5 5 6^^ffri> 
fijffl«4*5l5 5 6 ©tf a^ear 5o f U^* 5 5 fcctlffij 

mmmm s e ©it fijffl*^3«5 s 6 ic-^sns-t 



[0 0 9 3] Sf^^fgaSISl 3 41*. =l>5^>'yx- 
tSt<OSfP«l©<te. -9— liX7P/W-Sf5 3A^6a«#n 

5*'jffl«5 5*i«fijfflprt6&=i>7^>"y7^— s»o?u^jK 
[0 0 9 4] ^^Siai 3 51*. ziy^yy^^-^om 

[0 0 9 5] 1 3 6t*. m^l^m. ^ 3 5 

A-5 8<^>^^ffl^t11S$gcD^^Tj^!vS^^:•pu^T^*. E2 
OfcJctf 2 1 ©7P-^A'- h««l8LTSazE-r«o 

[0 0 9 6] 01 11*. fuffl# 5 5 t'^mm.t^fmmm 

5fe 5 6 a)«lfiEe<J*.T^-r 7P •> ^ETJBSo fiJffl#4S5l5 5 

614. -b-y K -y^? XI 5 1 (WT. as:, stb 
1 5 1 t^r^) . js.ttfT'-^is^SMi 5 2 

[0 0 9 7] STB1 5 1 I*. *y hr?-- J7 2 2«^^L 
T. +f-kf:^-9--/^5 4. a3J:lfj*aS-9— AS StCBa 
STB1 5 1 ©Pf«l«:«!fi!6«!ltt 

0 1 2 icS^-To 
[0 0 9 81 t'— S'S^SSI 5 21*. -9— trx+t-A 
5 46^eti<K*n. STB1 5 1 *^5!lSLr=a>5^>>y7=' 

— 5i*s^-r«^ST»*o X— sis^t^ai 5 21*. 

[0 0 9 9] 01 21*. -bu/ h h 1 5 1 

m^m^mry'dy^EiTio^. stbi 5ii*. t^-^s? 
5tss<i:?'p>y^i 6 1. =i>hp-7i6 2. vsmm 

S:^Pyj7 1 6 3. 75'y->iLj/=EU 1 6 4. fcJ;Z/^ 
gPRAM (Random Access Memory) 1 6 5/)^S:W^;^tL 

[0 10 0] 7=^-^3MS{l:?'p y<:7 1 6 1 1*, tt— tfx 

•9— /^■546>e. hr?-' >2 2:&i>LTjlS{i*n* 
=l>7^>'>x— S'fcJ:U->^i7=-^'. gL<l*3iJS-9— 
/^5 8ft^62Hi*tlS=l>x>*y7=— 5f<D«ffl«1f«^ 
<t::&§fl-r^c ^fc. X— $'3M§<l:?p->-? 1 6 11*. 
+t-l:fX-9— /\*5 4tc5Rfr«x— S^CDaSmS^R. 
>*»-9— 5 8 lt3*fr«ffiffl<t11tf8*S5R-r*«Sl!B:«l: 

[0101] =l> h-P-^ 1 6 2t±. V7 h'^xT'tcJ; 

y*ijt8*n. STBI 5 1 ^<*<3!)»iff 5*jiiBir«. 
[0 1 0 2] vB^immyci-y'i7 ^ e 3i±. 7^— s^ing 
fi:?p->-> 1 6 1 *i':s^i-r«=i>x>«>x— Sffcitfy 

1*01 3ic5^r„ 

[0 10 3] ^■^•yv'a.^^ 'J 1 6 41*. STBI 5 1 © 
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[0 10 4] ^l-gBRAMI 6 5li. Bg^-fk5aS^' 1 
[0 1 0 5] HI 3 ti. B§-§-fb5QS:?P -i? 1 6 3tDP 

^ 1 6 3t±. Aai:^D-f v-5':7i-x:?'p y<7 1 8 i . ^ 

'T^P^PHZ'^'-y-l 8 2. RAMI 8 3. SLSif^^T'P -y 
■i7i84. 75'y->iLP^^ 1 8 5. *3<J;lfBi^fb5aS 
gpi 8 6J:y«fiE3-tl^<. ^SIC. Bi^^bjlttSSei 8 6 

tt, ^^<l:jias-«t:?':?^p>y^7 1 8 7. x-cs^^;!/*** 
iiE-y-7^:?py^ 1 8 8. fcj:tfy\>y->;LfiiStll-y-7:?'p 
•y-? 1 8 9J:yflSfl6?n*c 
[0 10 61 AtB^-<v^'7x-x:?^p y-i^ i 8 1 1*. 
7'-^m^mzray<7 ^ 6 i *^gfiL/c=i>x>'y7^- 

'S'fcJ:Ify^x-5'£D-5-e. P> hP-3 1 6 2lCcfctl 

«yj^1 6 3t^K5M*nST'-^»«§{irS= Atb^D'TV 
•S«7x-7.:?~P y-J^ 1 8 1 t±. =1> hP-5 1 6 1 ft^e. 
«*&*n«7^'-^*. ^-f-^P^^P-tr-y-y-l 8 2li:ej|S 
T«o ?-f^'P:rP-tr-y9-l 8 2(*. Pg^<b5BS7P'y 

<7 1 6 3©i&<*cDtbf^^$ijwr^» 

[0 10 7] RAMI 8 3li. ^-<-?P:/P-t'y9- 1 8 2 

fc. RAMI 8 3lCli. ?-1'-j7pyp-t-y9-1 8 2ii«J4S 

[0 1 0 8] a»^fiE:?p>y'?i 8 4t±. ^-r-^PTT^P 
•b -y -y- 1 8 2 jb^ S <D*B^lc J; y iL»«*EfiE L. VB^itHi 
SSCI 8 6lc«*gr^o iLSi{^^:?P-y^ 1 8 46^^fiE 
LTc^mt. DES. RSA^i:'flDitjiaB§^:^jtTilg^Kia 

[0 10 9] 7^-y->a;><t U 1 8 51*. ^iiM14a5;»< 
^'JTS'J. f«9gPlCia5^-ti-te=l>h-P-^^«}tLTl^ 
So ■7-i'-:>p:/p-b-y9-i 8 2tcfci,>Tlbffr*y7 h 

[0 110] Bi^'fb^aSgPI 8 61*. r]>x>'y5=^— 5» 

i8 6t±. *6t::. \u.T(r>imB^mm-^-^yyn"j<? 

[0 1 1 1 ] ^mt^m^Z^ZfU-^^ 1 8 7li. DES. R 

SA^ ^o^Bi^'fbT'vl/rf u Xixlc J; y BgJ^<b* tifcn 

[0 112] x-f v-'^fyUS^ieiSE+^-^^p-y^ 1 8 8 
«. DSAS i: ic J: S X -< v>^i y'^Udf 'J XiA.lc J; ^J 



X -r v*'"S» ; UWS 6Mt J)D * nfc =1 > 7^ > 'y X— Si J: p< 

[0 113] y\'y->iLfii^W-9-77P-y^ 1 891*. /\ 
•y -> n Mtfctc J: 3 o 

[0 1 1 4] 01 4ti. Bi^<bj!aS^P-y'5' 1 6 3A\ 
zl>hP-5 1 6 2lfij|SS<I-rSx-^'JfJ5C<D#iJ^5^ 
-TETaBS, i]>hP-^1 6 2«. Bg^<k5BS:?'P -y 
1 6 3lc>nfLT. Ell 4©x— S'JB^tDZI^VKT'- 
^TilQS^SSc-rSo Bg#{bjSiS:?'p-yf 1 6 3 

«. =i?>K7^— S'tc»^t^TS:rp-y-i7^i6ijsiiiL. m 

j!QS^MiRLfc=l> hP-^ 1 6 2lc3^LT. El 405 
7=^—51 JBSCO) U7. <K > 7> X— SI TffiSieM^rjSl^fr So 
[0 1 1 51 7-<-;UKili. x-^iaraiS'j7 -f-;UK 

[0 1 1 61 7-r-yUK2tt. x-^fS^:7-f->bK-p 

[0 117] 7-r-;UK3li. x-iS?S7^-;UKTfe 
T^— 5':7-f-;l/F4lctB5E*nS7=-5'©S?3B«iB 

jZE'S'^T.So 

[0 118] 7-f-;l/K4l±. X— Si^-r-yUKTfe 

[0 1 1 9] X— S'»-^7<-^l/KlcfBj£E*n«S^<>« 

5E^nTt^Sx— LT. Bi^<k5Ba:?^P y ^ 1 6 

jS**UX#>X1 tLT. X— S'jfflS*S5RL/c:?'P 
•y-^lcig^frs^ 

[0 12 01 =I^>K2W. x-Tv^^iyUa^ro^BEjGS 

Wg5l?«-«LTt^S= Bg#<b«lS:?P-y-5' 1 6 31*. :7 
-f -;U F 4 ©X— St 7 -r ->U FtclBaiS-nTt^Sx— Si 

So 

[0 12 1] P^VK3t*. Bg^^bS-nTt^Sx— Si<0 

a[^^als<^»s^R?&SLTu^s„ ug^fbfiQST^p-y^^i 6 

31*. 7 -< -;U K 4 <7)x- -Ji 7 -r -yU Klc|Bi!?*tlTL^ 
SBB^^b^+iTt^Sx— SitCjRtLT. «^jlQS^tTt\ 
a^Lfcx-^i*U7.<JC>X3i:LT. x-^SBS^ff 
5RLfc:'"P-y'?lc3M(irSo 

[0 12 2] K4t*. Bg^t^bSasrossR^aLT 

L^So Bf^<b5aa7P'y^i 6 31*. 7-r-yUK4<^x 

-•SI7'f-;^K^^iBa^^nTt^sx-•s^^pg^<bL. eg 
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[0 12 3] zl^>K5tis /\'y->afilitlt©S3<^a 
[0 12 4] =l^>F6ti. 5aSa)fSt±S3<*SLTL^ 

[0 12 5] =i^> K7ii. mm^Mmmoi'^mmm^m. 

P-y-J? 1 6 3ti. @6«!7^-y->ap<t U 1 8 5lC«lt 
[0 12 6] =l^>F2 0tt. i1.gB^S^ri:l*tifi©::?^P 
Ex =i>hP— 51 6 23S:<!:A^6.^'y-b-5^^!b'«X:^T*-n 

So 

[0 12 71 iyX4(>X3 0ii. BB^imm■:^o•y^^ 
6 36\ i^a5^«Sfc»*f6<D:?'Py>>le3*LT32Sffr* 

^•y-t-v-'T-^So 

[0 12 8] WT. a>x>'yypyW^5 1 A'i^iei-r 

M®5ag^col,^T7P-^^'- h^^BBLTsH^rSo 
[0 12 9] tthist>lz. Ell 5©7P-^-\'- h«-#^L 

-/is 2(oiis,m^m^r^. 

[0 13 0] X'T'yySA 1 iCfct^T. + 

^y'-'S'mmz. ^tc\tKms.E(o 

[0 13 1] 7L7'•y:?'S4 2^Ci>L^T^ T^-^ifiil^il 
72li. 7=^-^:*^-*':r^-\'Sa7 1 LfcT^— 5f 

fcx x-^'<iaiSia7 2«, y-SJ7^-^t^fiE««7 3!jr 

^fig-r s ;«< ^ 7^— ? * a > 5^ > •> x^-- ? ^^^^tl)D■r 5 o 

[0 13 2] El 6«. P<^x-'5»^fiEilK7 3 6'^^fiE 
•r«y4'7=^-^<D«!l*5^-r0T'fe«<, HI 6 (A) ©P< 

-^x— ? 1 015!llC^5t^Tx 7'<-;l/Kl tcti. □Vt'V 

•>:/py<;-i'^f 5 1 ^it^f s=i>x>'y:^p/W^^~iDAf« 

2. ^iSi5=-^ Uc3*JSrs=l>x>"yx— SI (WTs 

X - 51 *i««»p * =1 > 7^ X— 5^ ©a^ mai <t r 



<^^fFitt<D«^iJSSEBB$A'iSS2 0 0 0^1 ^ 1 BilB 

[0 13 3] 7-f-;UK2tc»i. fijffl#5 5tcj:5a> 

[0 13 4] ^'T-;!/ K3tCli. □>7'>*>7=^--S' 1 CO 

t'— ? 1 «*iJffl>KS1 1 OX h U -5 V^^le J: y fijffl Lfc 
Ig^, *4^l*2 ORtS-n, Zl>7^>>y7=~-^ 1 ^f'Jffl 
BSI 2 U J: U mm L rcJ*^. *4#li 1 0 0 P3 

i:*nTL^«o f"Jffi#5 5l±, ^-c-JbH^lclBKE^n 
S»St^lc«^t^T. •3i^-b>-S'5 7(c35fLTffiffl*ttS«l 

[0 13 5] 7-<-yUK4lJ:ii, zi>x>'>x-$! 1 © 
fK^W%flt?B*i'<fB3^*tl«c Z.Z.T-\,t. ZI^t^V'Vt^- 
^» 1 <DJ£7=^-I?«(i5 7. 6MBT\ fyffi«aS5K5 6<D7^ 
-• S'S^Sai 5 2T-S^L/c«^©S^BtP^li1 0 5^ 

i:iBai*nTt^.5c *rc> p>x>'yx— 5? nix mp3 

(MPEG (Moving Picture Experts Group )-l Audio Lay 
er3) ©Jg«TIIIS*nTO^S:i— X'f:t7=^-'$!7a6 
X— S'feSjSfitil 2 8Kbpsi:iBa5?nTC^*c 
[0 13 6] 7-r-yUK5lC(±. 7=^-^B&^f<kg«7 4 

^BKT'VUzr iJ XAliDSA. □ >5^>'>5=^-'Si 1 (^Bi^-fb 
T'yUdr'JX^.ttDES. PVxV'^t'-^ 1 tOBS^'fbiDT'^ 
—9^^1*6 4KB<tfB2E**lTl.^So Bg^fb^T^^-^^ 
fiili. l-:?(DBg^{b©a7-3S«ELTBg#-fb-rsa^<D7=^ 

n (y^?a) TBi^^b*nTfc»Jx y-sjstiJ^xs-tzv-S' 

02 2<D«ffl*t1f$B<7)7^— SfJgSCT. f'JffiifS SlCffiflt 

[0 1 3 7] 01 6 (B) (r>yt^9—9 2(Omin1S^-^ 
T. ^^--/UFI ICli. =l>7^>'yyp/W4flD/?2. 

=1 > 7^ V I DA'i 2 . m^a^oimm^ a B$*?as 200 

0^1.^ 1 Bi:LTfB5E*nTL^*o 
[0 13 8] 7-r-;UF2tctt, □>5^>'yT^-^i2fl[> 
SPJfflJEJI 1 t. LTX h U - 5 V^^^. JiJfflfBSI 2 i LTM 
t^ffiU. fyfflJBIl3 <t LTIBBgfiBS 1 ^«5fB^*nTl,^ 
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5 5 liSBP^*': 1 ^Htxrt7-»n«; isi»i±^»jsb 

[0 13 91 ^-r-^UK^tCti. =l>5'>'yx-^J2© 

[0 14 0] 7-<-;l/K4tC(i. =l>7">'>x^— 2C0 
S'«li3 0 0MB. S^B5F^{±1 0»<!:iB5E*nT 

ti4MbpsT^*o 

[0 14 1] 7-<-;i/K5icti. x-rv'^^us^ro^fig 
T'/l/zruXAfiDSA. zi>7^>'yx— S'0DBB^^<b7';Udr 
'JXAliDES. Bgltfb©7=^— 5'*m2 5 6KB,tiBiE* 

to 1 4 21 El Sizm-oT. X'r'yySASlZ^l^ 
T. x-rJ'BB^'fkgM7 4ti. X— S^IBilgM? 2 6^6 

[0 1 4 31 r&to-S. SLIi{^fiE^P-;''?9 4ii. Bi^ 

to 1 4 41 Bg#fb<iast?-:?':?n«y^9 6ii. SLKisE 
7^a-y^ 9 4*^^fiELfcSL^)f*Bi^^a<»: LT3 Vx:/'^ 
7^-- S'€-Bi^"(b-rs<bit,tc. •GM«1tailcE«*nT 
;*3?-9--/^5 8fr6f'Jffl«flflli*5 6l::3>tLTS£{i*n% 
;<^S^«fflLT. Bg^^bS (n^xyyx-^fffi) * 

DESS ^©3±>i8Bg^5?5CTBg^<b-r 5» 

[0 14 5] A->i>a.'flltIlt'-:?'3'P->'5'9 8l±. 
x>'>-9--y\"5 2 3b'«+^-lfX7Py«-r^f5 StCStLTiiS 

[0 14 6] T^-f >>"^;u5«,afefiE^t:?^7p y ^ 9 7 »s 
/ \ -v -> i flf+H +t p > 9 8 «i ati L fc n <v -> n fii 
SLJa^^^P y 9 4 A^^fiE L/c3L» J: 'J ^^Bi^ 

^bs^fijffl LTBg-^^bu 7=v i^-SDvm^^^Emr^. 
to 1 4 71 X7^■y:/s4 4^^fct^T. T'-^'SBiiiiM 
7 5 It. 9- ^ Bf #<b«« 7 4 ct y Bg^naaffiSft^fis 
s-nrcx—si^iBiiL. ig^sicjsuTx— S'jj|{i^ii7 

[0 14 8] XxyXS4 5tCi5l,^T. ^allffiilS 
7 6«. ■9--ex:/P/\-i''?"5 SA'^gSf^+J'-liX+t- 

-/ ^ 5 4 ;>< ^ X— <t tf a > 7^ > X - «^S{i-r 

[0 14 9] HI 7li. X7^-yyS4 5flDjQ31ltJ:yS 



fi^nST^'— 5'<D7:i--^vy h«D#J^/T^-r= U'T-fl 
\is Xx-y:/S4 2^D^!!lS^i:ct:y^fi£^n/c^^x- 
■S'. 7.7">y3^S4 3®5QSlcj;t)'WJD*nfc;><-?7=^— S» 
ffla)x-ri?4';ua*v Xx->:/S4 3<oj0ST'ffli.''6ti 

7^-- siicj:y«Sfi)6*n«o =]>x>'y7=^-'S»i±. s-e. 

ic. L'-i'-!?2i:LT(DBg^<b*tii:?'P'y^l::J:y«!fiE* 
nTt^^o Bg-^^b^ffi:;^P'y'?tix a>x>'>x— $n 
©JS^6 4KBS<^:?py-:7<!i*nx =!>7">>>7='— 512 

«0«^2 5 6KB«<D:?P->'i'<!:*nTl,^*= 

[0 1 5 0] 01 8©:7P-^-^'- h«^#BBL 
Tv -<^-t;xyp/^-Y^f5 3 6^esr«-9— trx+t- 

5 4iDjlQS*IKB^r«= 

to 1 5 1 1 X7^«>:?'s 6 1 ^^:^>t^T. x—SfiSSfBS 

■ 1 1 U±, =l>5^>';/-9— /\'5 26^S. Bf^Bnajas 
3b^fifi*nfc a X— f i5 <fcO=;>< 41 X— S» *S<I-r 

to 1 5 21 Xx•y:^S6 2^cfc'l^T. pt^ix-^^fiE 
glSl 1 3li. 3M«*nT*/j:y-S»x— S'^SSIgU tl 

to-S. c<0<t*x— SiBi^<bilSi 1 4l±. IlVx>'> 
yp/^-r-Jf 5 1 6-6>*5S+t-/^5 8:&^LT^^6IX^f L 

rcp< ^s^^ijfflLTx sifi3-nT*rcBi^{bSi (=i>x 

Jfffl) (01 7) *«^L. «4^L/i:Bg^<ba 
(=l>x>'yx— S^ffl) (HI 7) *fiJfflLTx-<>'^» 

^us* (p<-5ix— S'ffi) (HI 7) 

;><^x-tS'*EfiE^ai 1 3ii. a^LT^#e.nfcp< 

to 1 5 31 ;><$7='-^^fiEgai 1 Sltmtc 

•y+t-y\'5 2*«aEfiELfc;'<^x-^? 1 (H 1 6 (A) ) 
fcJ:U-p<^x— 51 2 (HI 6 (B) ) <^>7-f-;U K 1 i3 

«fcZ5:7-r-;UK3<3!)P3S*. •*t-ifx:^a/Wir5 3i^ 

y^x-^3j3<fcO=p<-5ix-^4®F«9gl±. -9— t^X:^ 
P/\"-('4f5 3ft^3iST«o 

[0 15 4] HI 9ti. HI 6tc5^*tl-2)Zl>5'>«y:^ 
P/W^5 l3t)^^^LfcP<^x— Sf^. Xx'y:/S6 2 

fi:y^x-4J©«>J«'5^-r= 016 (A) (D^^ix— 511 

^mmLT^mtnrzy^'S'y'—S's m^9 (a) ) ® 
eyicjsi^Tlis ^-r-iUKi ictt. -9— tx:/p/W5i' 

5 3*!|tS-r*tt-tfX:/P/\*'r^lD)!j«2. ^4fx-4» 
3:&f^fiELfcBBt3b^BB2 O 0 0^ 1 ^ 2 Bi:8Bi^3-n 

[0 15 5] 7-^■-;^K3l^:iB5E^^^Tt^;5)|s^^^^^±. 
016 (A) iCS^-r^^'x-^' 1 OD^-f-yl/K ^ttfBSE 

*nTi^5ist^ic. +»■- trxynyW4f5 3fi«jpjffl«5 
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1 0R6':f^DP*nT3 ORiiS-ns =l>x>'>x— 

+*•- Ifxyp/W-SfS 3A'«§ttlXS3S^sm5 0P3ii^f^t 
inStlTI 5 OP3<t*nTt>.5„ 

[01561016 (B) tD/^ix— S'2*SMLT^ 
fiE#tlfcl2l19 (B) (Dy-SfT^-- S^4^D^J^^fcL^T^±s 

y^-l\^^^\,z\,t. -y— ti";^:^D/W^iD3S:2. p<^x^ 

— 51 4 ^fp^ Lfc B l^ft'iffiB 2 0 0 0 ^ 1 ^ 2 a .hf B2E 
[0 1571 7 -r-;UK 3 lJ:fEai*ti*il4^lct±. =i> 

ilSl^lC. 5S«mi OP36M^t)50*nT3 ORt^tl. f'J 

T 1 5 op3<»:*n. ■^E<b^mmmmmmL^^^oi^ 

^lijMfIi|!4tD3 0R*M^^DP^+lT8 ont^tlTt^^o 
[0 15 81 Xx'>:/S6 3^CfcL^T. T^— S'Bg^t'fb^ 

■ 1 I4ti. trfclc^JEfiL/c^^T^— SK7>/\y->ifii* 
-3I»U ^tl^Bi^<bl8 (=iy5^>'>y7^-'S'ffl) T-Bg^ 

(OjOST^EE7*-nrc«rrcJ5:;^^x-'?i::fxrijp-r^o t^- 

^JBg^fkSBl 1 4©Bt^Kaittaii. =1 Vt^ 

/ ^" 5 2 CDx— 51 Bg^^bSM 7 4 <DSaS<!: IHSItC LT?Tto 

[0 1 591 X7''y:?'S6 4lC*SL^T. X— S^ISil^B 

1 1 2«. +t-tfx+*— /\"5 4©&gsms5-nfcx 

-• ?^««U ?'Jffl«5 5(cS«-rS=l>'5^>>>5=— ? 

^fFfiE-rSo ^Lcotcib. Bi^<tl^m^ i 41*. sfi^n 

ffl) T-B«^-r«= ^cD^x-^««S^«l 1 21CJ: 

nfc^'S'T^— s^^^^r^]p■r^j!^lSv $fi:ii«»<D=i>7^v 

*Uffl#5 5ica«-r^7';U/\Mb^i:©j!QSA'<2&l>o ilS 
j(iai®a>5^>'y7='— Siti, 7^— SfBi^bSBi 1 41C 
<fcUBg^^^b» (ziVT^v-yT^— Sfffl) *SL^TS^fBg■^ 
<b?n«o 

[0 16 01 Z5^■y:^^S6 5^cfct^T. T^-^'IBIilSa 

1 1 6ii, 9-^mm^m.^ 1 2T-«^*n. x—S^ag 
^<bsiiii 1 4tcd;yBt^^<k*nrcx— S'^iBif-r^o 

[01611 XT^'^yse 6tCfcl^T. T^-iS'Sglig 
B1 1 U±v fijffl«5 5ti«gSr«fiJffl«4ii5l5 5 6t^ 
6x p'^'x— S^waifaij^SsRjnfcA^Sft^^iliUSU p< 



^<D^. x-^fjMg^iiai 1 ^t\ ^^fx— S?<DjM« 
[0 16 2] Xx yT^S6 7{::fct>T> 7=^-^3MS«^ 

B1 1 n*x ?ij«#5 56';s3c-r*=i>x>^>7='— s^ic 
m-r^)^^'^— Si*. T^-^ifsifsai 1 63b^6lx^§ 
u ^-y ^■7-'^2 2*:^•LTf'Jffl#4S5^^5 6^^:2^^i■r 
«o 9-'5lm^m^m.^ 1 1 *^2ifi-r«p<is»T^-i?*s 

{lL/i:fiJffl*4S5l5 5 6<DSTB1 5 1 ti. ;><^'x-^HJ:fa 

»5as<D*«i*-r«o STB 1 5 1 ^Dl¥es^!^lSlc•^l^T 

l±Sia5-rS6\ STB1 5 1 jb^Szi^T^^'^x- 

[0 16 31 ^CT-s 7.7^ yyS6 8^C^5t^T^ 7^— 
JJISfiSai 1 Ui. fiJffl«fiS*5 6 6^6=l>x>'>7= 

[0 1 6 41 7^— Sfisisfisiai 1 1 6\ mm^m^s 

6 3b-e =] V-y 7^-- ? <^)3MfiA^SAR* tifc tfj^ Lfc 
1 1 1«. 7^— SfiBiii^Bl 1 6H:iB1t3-nTt^5=l> 

5 6 icsfgr*.. 

[0 1 6 51 'MZ^ ;*3J-bV-Sf5 7A'«S31■r«J*^|■y— 
A•5 8ti\ ?'J«#4a55fe5 6^c3^LT^T3=l>5^>•yx- 
(Dll«itt1t$805f«'<TjiaSlC-^U^T. E 2 0 fc 2 

[0 1 6 61 XT' >:rS8 1 IcfcL-'Tv ^I'HzVXSa 
1 3 2li. *iJffl#4|fi5S5 6*^6=1 > 7^ Vyx--S?<Dffiffl 

iipjsf «ST'?t«ir*o ^-r-trvxsai 32*1'. si 
Lrc«i-&s iastiX7^-yys8 2ic-iit,% 

[0 16 7] X7''y:rS8 2t5L^Tx ^'T-trVT.i^a 1 
3 2«. ffiffl*t1fffl<D»IA*E3?LTt^S*'Jffl«5 5 

^m^s 6<^sTBi 5 1 6^6afi*n«.if«fcar3t^ 

T. STB 1 5 1 «l?*<]J^lScDaitlTS^<)^56^^n-+f 
gaSBi 3 3 ^^Po5t^■&t3■t^5o ^:cDFcgL^■&to-t^^^:ESl; 
IL-+f'gSSia 1 3 3 g»S#*'fgSLTf^* 

ig«fiits[3b^6s mmmm<r>mx^m^■t^sn^ s i 

■5s C<0'>Xxi*Tlix *ij^#5 5li3>x>'yx— 5? 
©a«*Slt«BUlt. -9— exyP/W^rs 3<t^46ji 

5 3 6-S;*«-t 5 7 lc«*&* IL—tfeSSIB 1 

3 3icss*n^= 

[0 1 681 X7'>:^S8 3^^fcL^Tv 5'r-t>;^SB 

1 3 2t4. X7^-y:;^S8 2®Il— treSSai 3 3©tt 
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fsoMA^SiRLTi^^sTBi 5 1 1t. mmtimcom^ 

[0 16 91 ^-f-b^X^KI 3 23!)\ fiM«t1f«©« 
A«M3^LTt^^STB1 5 1 li. 

>X^K1 3 2lt. 7=^-^5JlgfI5iai1 3 1 *^e^--y h 
■7— C'2 2 5^^>LTSTB1 5 1 £DB§^<bia^7P •J' 1 

6 3 tmKmm^m\ -t -> a >»%^wr 
[0 17 0] x5^yys8 5^c^5L^T. ^-r-trvxsi* 

1 3 2(i. fflSfgilA-fiEiELfcA^SA^^iiaML. fflSIS 

[0 17 1] XT^-yysS SlCfcU^T, 5-r-tr>7.^« 
1 3 2A\ fflSfgliEjb'ifiEjxLfciiW^LfcJi^. jaSli 
7.x->:^S8 eicjl*^. ^-r-trvxgai 3 2(i, STBi 
5 1 A^6jM^**X«Sa?F«3«lC»-ifL^T. -(IffliltltlB© 
^^TJb^RrtgT-^^Jb^SA^^Sfftf'gS^Sl 3 4l^Rgt^ 
^fc-t+^o STBI 5 1 A^63l«S-n^S5RF*g^i::ii. fij 

•>ID. =i>x>*yx— J'OJ^iJfflffm fc<i:lffi!ffllt1flfi 

t\ ^n-Ftl^S+l-5) 21 ©STBI 5 1 :t)^6jMfflS-+l^ 
Sa?1f««. KH&£:<D^iEiflS*l55<'fc«>. Bg^^bffl 
ST'P v 1 6 3 tCj: y Bi^^<k3-nTSTB 1 5 1 6^631 

[0 1 7 21 Xx<>:/S8 7^^fct^T> ^'THI^X^B 
13 21*. T.y'yysae T*fP«lBSS^S 1 3 4 tCRg 
i^^t>-tifcS^m^¥'J^t-^c ^-f-tVXi^BI 3 2li. 
«ffl*t1f $B©«^T6^T-^ %0^<»:W^ LfcJS^. *iJffl#4iS 

[01731 Xxy:/S8 7tCfct'>T, ■^-f-bVXSS 
1 3 26\ ■(^ffltt1ffB<7)^^T6^p^«6T•a6«i:¥'JSLfcJi 

imiiXy''yZfS8 8lzm3*. 5-<-tr>7.^ai 3 

[0 17 4] Xx >-?^S8 QlCfcl^T. ^^^ai3 5 
[0 17 5] X5^ yyS9 OlCfct^T. ^^SB 1 3 5 



#5 5(DIL-+flD, 33<ti;p^^iai 3 5<)^l^^f Lfcffi 

«o )*SSilSi 3 6li. ^•>^r-i^<0iem*M5ft$SSi 
3 5 ICaiSDf ^= 

[0 17 61 fijffi#5 5 6^S3?-r5;*JS^^3b\ yj'^ 
'T F*- FSa®ffi?^*-i::<t«5*»OJi^. S^xS^B 
1 361*. ^ijffl«5 5 6^6jija]*tlfc*-FIDi. 

s^t'^'smr^yo^^ f*- fcd*- fid^bb^u 
It. zicD'fpmmi^^m^mT 3 sizmar^tt^ 
F*- F^«)m^^?*-<7)^iBitai*MifT-r 
[0 17 7] XT^yysg 1 tcfciNT. ii#^ai 3 5 

I*. ;*>1S^ai 3 6 3b^Sji$a*ti^1f|glcJ:U. >*3I6^ 

^Lfc«i^. se&^ai 3 5»*. aisitiifiEicLT-t^sit^ 

[0 1 7 81 7.x >:^S9 1 ^Cfct^T^ Sl^^ai 3 5 

3 2lc-3iSS6^^jlL/ciI<!:*ji*P-r*o 
[0179] z:(Dt1tX'TyyS9 2iZiSl^T. "y^-b 

>xmm^ 3 21*. ■i5ffl*iifa^-b<y->3>siTiii^<k 

U h'7-'>2 2:&^LT*iJffi«iS3l5 5 eiCiifg-r 
So 32lfi^nf={£ffl!ft1f SBl*. STB 1 5 1 WBg^^bfiflS 

y 'J' 1 6 3 ic J; y -tr >y -> a VSTa^* tiSo 
[0 1 8 01 02 21*. fiM<t1f«<Dm5^LTfSo 
JlW^gffllttSfBro^JT-t*. T'-r-^UFl icl*. JiJffl#5 

■rs=i>x>'>:^n/<-<^*"5 1 ©iDti«2. JiJfflifs^plS- 

n/c=i>'7^>">x-^iw=iv7^v'>iD<ri . tsj:izmm 
*t©«f u^^BPSft'^aH 2ooo^i^2B tiBiEi-n 

Tt^So 

[0 18 11 7-i'-;UF2i::i*a>5'>'>:7p/W4f5 
1 tc J: y f^FHTS-tifcfiJffimttA'^T. h 'J - 5 >^T^^Zi 
tmiM^tlTSsO. 7 < -71/ F 3 let*. ^-CDXFU- 
5V'9'^c<J:Sf|JfflfB!li<7>i|s^^*«3 0P3i:*nTL^So 

[0 182] 7-f-;UF4lcl*. p^-S^gtfiBHS^tlTt^ 

So iim. Wffi?!)''f*pr*n/j:=i>x>>yx— s^^a^f 
^rcit>(om (Bg^^ba ?«) (lai 

7) ) i4Pg^^b*nTis»J. ^^fati^wiig^^tJI (□ 

So 

[0 1 8 31 ^-r-^l/FStCl*. ffi^«1t«l^<*©x-f 

v'~^7L/««.6^t^tijp*nSo 

[0 18 4] i?ffi*tfls^t*. STB1 5 1 cDe§mmm:f 
nfc«. Bi^<biBS:?'p<y-^i 6 3©wgpiciBB*nT 
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to 1 8 5] •Sffl*f't1f«^lSi#LfcSl©STB1 5 

1 a)«la^COL^T^ EI2 371jMia2 SOD^D— 5=--^- h 

[0 18 6] 7.x y:?"S1 0 1 tCfcU^Tv fijffl*5 Sjf)^ 

6<o^§^^cS•i^t^TSTB 1 5 1 <D3 > h n— ^ 1 6 2 

(i. +t-t:X-9— /\"5 4^CJ^LT. fiEffl*tW$B^«AL 
/h =1 X- lc3*lS-r S ^ X— Sf ©jS^I^SsR 

[0 18 7] X5'\y:3^S1 0 2lC*3L^Ts x— S»jSSSfi 
1 6 1 -9— trx+t-y^5 4 3b^e.HS{i*tifc 

[0 18 8] Xt^'J/^^SI 0 2T-S€*nfcy^7=-^ 

It. m^ 9lC7jk-r}^'?9'-'St3^tclty^'S'9-'S'4T& 
=l> hP-^ 1 6 2ti. y-Six-'SJlc«xVv'^;U 

STfcstgga-rso ^-cT. zivi-p-51 6 2i±. 
[0 18 9] 7.7^^:^51 oBicist^T. pg^^biias^ 

P'y^7 1 6 3©-7-f-i^pyp-b«yy-1 8 2Hs 

[0 19 0] -fTiio*>. j\y-y=Limmt)-y'yn'y<? 1 

8 9tt. JF3tT3S6tlT*fc;><^iT'-5ilcy\-y->:iBia 

'J^}\^m^im^^yyn"JO^ 8 si*. y\-y->afiii+ii 
•y-:?':?^p<y5' 1 a9i3\ e5M*n/i:/^f7=^— ^©^Xfe^ 

^/\-y->iLlHI»*?iJfflLTliaiLfcA-y->iifii<t. Bg^ 

imm^yyn-u^ i a 7icj:»ja^*nfcy\-y->a<i 

-yD.nsmi. /\"5 2©/\y->afiiitii+t 

:/:?'p-><7 9 8-^s -9— bfx+»--/^:5 4<DT^-^»Bi^<b 
^B1 1 46^fiJffl-ra/\'yv'iBII»<t:I^-©K»T'« 

[0 1 9 1 ] V'T'^'pyp-b-y-y-i 8 2ii. x-<-:^-S';u 

S*ttiiE-tt:?':?^P'y^ 1 8 8*^«diELfclg*«ffi^«U 

[0 19 2] 7.7^^:^51 0 4ici3t^Ts ^-<^p:rp 
1 6 2ic3i5a]-r*o □> hp— 5 1 6 2i±. ^lEsa 

[0 19 3] XT^yySI 0 4^C^JL^Tx ■^-f^'PT^P 



3^. ?-f^P:^a-t'y+J-1 8 2l±. SiMLTzJi^y'-'Si 
®F^S*. StsS-b>^»5 7*^6«XU 7^'y->a^t 
'J 1 8 5lcfB1t?nTl^^ffiffi«l1f?B©l*9Si:J±eJr 
So d+llCcfcU. 7^— S'aMSfs7"P-><7 1 6 1 *f:gfIL 

fc p< X— ? ^±^ f ijffl* 5 5 immmmn^mx u n 

- i^XV--J ^~ 5 4 tcS^I^SAR-r S =1 V5^>'y 7='— Sf IC 
S ;>< -Ji X - T2fe « A^SA^A''^ 'T-J^PT'P-tr-yy- 
1 8 2ic<fct)*ij;£*n5= 

[0 19 4] :;^5^y:^si 0 6^ciJt^T. 7.y''yys^ o 

ST-^'T'^PyP-t-y-y-l 8 26^Jt«LfcJgm*V 
•J7p:^p4z'>+J-1 8 2lcJ;y!|aJSS-ti;5„ ^'T'^PT/P 

Z] > h P-5 1 6 2 lCjifl]-r«o =1 V h P-5 1 6 2 
ti^ ?'J«# 5 5 tc3* LT;>« ^ X— 51 lc:^IEjtfiS6''?f a L 

[0 19 5] X'ryyst 0 6lcj5t^T. V'T'^P^P 

Hz->+^-i8 2*\ yi^T'-'SicoftiUt^mm^offim 

Xxy7'"S1 0 7lzmiS. -7^<7Uyu■^•y'^^ 8 2 

^idm 51 itts^aisti^ <!: Jtis -r S c: <t: J; 

<0ClJ©Bg^'fb«VS:?^P-y5' 1 6 3(±. DES©7';i/d'gx 

AT-Bg^^b* nTt^;5 =1 >x v-y X— «r«^-r saiite 

(i. 3 MbpsTSS.fr So Vgmt^myU'y^ ^ 6 3CD 
A^ftV Xx'y:^S1 0 8lCt5t>Tx ■7-<'?p-:fP42<>-<t 

1 8 2icj:y!|£ijs*ns„ 

[0 19 6] ^5lJ;itf. -9— bfX-y— A"5 4 6^63Mfi5-n 
S=l>x>'>x-'S'IC. 11119 (A) ®^^fx— 5^36^ 
5*tSS-*lTt'>SJi-&©-7'r>?pyp-b-y-9-1 8 2®jOS 

[0 19 7] ^'T'J'P^PHZ'ytH 8 2ti. 
3<0F«3g6^6. Bi*'fb*tlTl.'>S=l>x>*>x-4'35 

A^st^gT^y. |y|P3©Ji«Tff»igS-n/j::t-xV7|-x- 
■515. 7. h y-S^-^tCjiUS^-rSlCti. 128Kbps 

CT-^'T'J'pyp-b-y+J-l 8 2ti. i5^i#<7)5ast6^ 

'T'J^pT'P-tr-y+J-l 8 2ti. ^^i^j^jl^lS6''^g>ST':5:t^<!:!|9J 
S L. 5aSt±:^x -y 7S 1 0 9 icittJo 
[0 19 8] 7.=r"J-:fs^ 0 9^^^3t^T. •7'r-?p-:fp 
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jl55tl^§ttfc:=l> hP— 7 1 6 2ti. ^t-ti'T.t'— A'5 

4 icSif LT =1 > X > 7=^- 3 (^sd^ssRr So 

[0 1 9 9] X'ryys^ 1 OlrZtSl^T. T.y'y-p'S-l 0 
9TZ]>hn — ^1 6 2Ai«giR-r53>5'>'>x--5? 3 
li. +y-if7.V—Ji5 AtS^^mm-iH. ^-yhr?— J72 

2«^>LTx— 5»)£§fs:/p«y^ 1 6 1 icj;ygfis-n 

50 1 6 23!)^Sl]>'x>'y7=~--5J 3<DejM 
^§lt/cBi-^'fbi!aS:?'Pu/'> 1 6 3(t. *!4T\ ZIVt^ 

[0 2 0 0] ■r3B:te-6> mmtimz^o-y^ ^ e^ovg 

m\Mm:*tyyuy^ 1 S y^-y-^n.^t^E*) 1 8 

^^a^fUfflLT. X— 5»jMS«:^Pv^ 1 6 1 !!j<zi>7^ 
>'y7^— S'3i:<»:tmSfiLfcBg4t^tJi (ziVT^vyx 

[020 1] Bt^<kfiaS-9-:?~:?P y<7T 87lt. m^L 

TimLtzvsmm (=i>5^vy7=^— Sf 3^) ^fMu 
TBg^-fk* tiT t^ s =1 > 7^ > X- 3 *a^-r So 
[0 2 0 2] ■^t-k;xtt-/^5 4A^6jiHs?ns 

Zi>7'>y7'-^lz. 019 (B) <0^^ix-4J46'«3it 
tE:*tiTi^SiS-&0-7'r'{'n^n-tr'y-9-i 8 2©ftl3iiu 

[0 2 0 3] ^>r-5'P":/P-t->-9-1 8 2l±, ^^17=^-41 
4^C|Ba^^tlTt^SF«3S6^6v DESODBg^^kT'^Udr'JX 

— h u -5 y<f(Df<mmmizj: y s^r s«^v 

4MbpsWl£jM-iSS<)^S3<*nTU^S<i:sSa|-rSo 
[02041 ^-r^pyp4zy9-1 8 2li. g«-gS^<D 

immzf a -y ^ 6 3 1\ miSTZlVxWx— ^4^ 

51 0 81CJSI>T. ^'r-5'P:^P-tr>;'+t1 8 2t±ii^»il!!. 
Hft^JK^ST'SSiiW^U ffiS«X7^-y:rsi 1 llcii 

feo 

[0 2 0 5] xx-;/ysi 1 1 icfct>T. ^'r'i'p:/p 

H2 -tt 1 8 2 tt. □ 7=^- 4 ©i^»«ia3t)'«jg>ff 

T-feS«!:P> hP-5 1 6 2tcil«]-rSo JIKDJitnic 

it. =i>7^>';/^--S' 4^D5^»jl^ls*^T•5fci6^c^£^g^ 
t«$B*^#$nSc •ffij^i*; zi>x>'>7=— >^«^rs 

ISlCiKSS3S:7';Udr'JXA. Bg^^<bi!iS:?'P'yf 1 6 3t«: 

So 

[0 2 0 6] Xx-yysi 1 2(CJ51,^T. zl^hP— 7 
1 6 2ti. V-r-J'P:rP-fe'ytH 8 2 3f)^6jifl]S'nfctf 

al^^«o^^T. =i>7^>'>7=^-4'4 0»»jais5fe*«ig 

rSo iJiilfflS5t©«Mli. =l>hP-5l 6 2tc'JX 



SI 1 3lCj3t^Ts =!> hP-^ 1 6 2 Zl^T' 
>'y7=^-^ 4©»|ftfiaa$t<!: LT«lig*tlSo 
[0 2 0 71 ZLZT\ ■7^<7aya■^l••y■*t^ Bit'^^m. 

r^ummtiii. =:>7'>*yx-^'4<^»DEstcj:sai^ 

RAMI 6 5<DP/T^©>t'J^M^<7)IES<!:-rS„ 
[0 2 0 8] 7.^y-fS^ 1 4lC*5L^Ts □VhP-^ 

i6 2i±v V7 ^-':>x7'^cJ:ya^^l!^l,a^^T3f^:i*. □ 

>7^>'>7"-^4©«^fiaS<7)»fii<»:LTV7 hr>x7' 
yp-bX^&^fiE-rSo 

[0 2 0 9] Xt'u/T/SI 1 =l>hP— 5 
1 6 2©V7 hr^XT'yP-tT.ti. V'T'^PT^^P-b y-y- 
1 8 2 IC, P 5^ 4 ©»»j4iSA''pIfi67fcS 
<!:ii«]-rSo 

[0 2 1 01 X7'•yys^ 1 6^c^3L^T^ ^-r-^p^p 

t\ 7.7"u/:/S1 1 7T\ ♦aSI2liE6^fiE3lLrc*^S6^6'« 
■7-('>aya■b^yV■^ 8 2lcJ:Ui|9J^*tiSo 
[0 2 1 11 X7"-;/7^S1 1 7^C^5L^T. ^'T-J'PyP 

-b->+ti82*\ y7 hr>x7':J^p-tr7.t*ii:igiiE*i^fi2 
^rLTt^«:t^<!:!|!lJ^Lfi:li^. ?'r'57P:?^Pt'V+*- 1 8 
2li. P^T^vy^^^— S'4^«^rSiIiA'^T-*^t^<!: 
iSaiU P> hP-^ 1 6 2lcffiS|giI6''fi!arLTl^& 
t-'tifiSP-rSo iSffl^SltKofcPV h P— 7 1 6 2 

[0 2 1 21 Xt^vT^'SI 1 7^^^Jt^T, ?-<-5'Pyp 
■b-y+ti8 2tt. V7 h-JxT-^P-bXirfflSfgUiPfiE 

^-f-^pyp-fe y-y-l 8 2t±. P^T^V'^T^— 514 
©»««iS<7)*fiiA^^7Lfc<!:a> h-P-5 1 6 2lcii 

flirso 

[0 2 13] T.T'yysl 1 91CJ5LNT. ^-r-J'P:7'P 
-tr-^-yi 8 23b^6P>x>'>x-iS»4©5j-«jl{iS«D*ii 
*f^7LfcCi:©ii«*Sltl5t^fcP>l-P— 51 6 2 

[0 2 14] X5^-y^S1 2 0^^:^3^,^T^ x-^SISfa 
^■p-y-j7 1 6 His ^- y h'7-'5'2 2 5^^>-LTtl--b;'X 

■y— /\' 5 4 A^esff s-nz < s p >7^>'>x— 5? 4 *g 

fifSo ^oa^^ P>hP-^1 6 21*. i^i^Ltc^iS. 

»smJC^^s■^st^T, p >7^>*y 7=^-41 4 *Pi^<bias 

^''P-^-J' 1 6 3. t5J:l^V7 hr>X7'7P-trXtC)^L7" 
iJiErSo 

[0 2 1 5] X7^>>:/si 2 1 ^c^su^Tv Bg^^bMia:?' 

P y'?16 3ti. y7 h'^XT'yPHzXlCjRtLTs ^46 
m^Lfc»«SflSlSS©aJ:^5tT*Si^SeRAM1 6 5*^ 
6. h'i7X7'yp-trX<7)jlfl31iem*IRtf U g^Jg 
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[0 2 16] WT. ZI>5'>'yx-iS'=&a>57^:7&iClC<fc 

2 5CD7P— hT\ STB15 16\ pi^r=-'?3 
J: t>' y -SI 7^'— Si 4 ^ « =1 > X > X - ^ ^ § « L 

[0 2 17] STB1 5 1 *l^§fi■r^7=~-^^i^ 02 6tC 

4®x— sifHitisai 1 6 ^cl^1s^nTt^«„ 026^ 

^^ 7 ttmLTm^ti^ti^oic. ^icomTU. 

^i ic^^tJip* nTt^^ X -f v'"^ /ua«> *«iii-r « ctic^ 
zivT^v'^x—si^D^&pg^^b^ffi^p-y^ic. 

[0 2 18] STB15 16\ 02 7lC,TR-ry^T' 

£B^ft'«ffiB 2000^1^1B<!: LT. •?-n?''niB3S 

[0 2 191 7-r-7UK2tct±, =1 Si 5 © 

SPJfflmil 1 t LTX h 'J -5 f iJfflff^H 2 i: LTH 
l^roy^ *iJffl«ll3i:LT)lBraiS^1^3!)\ ^ti^tiiE 

[0 2 2 0] 7-f-;l/K3tCt±, □>x>">7=^— Si 5© 

— SI 5*?iJfflLfca^t±3 ORi:. Hl,^lX»J£OfiJfflJU!ll 
tJ: J:**iJffi®Jl^li 1 5 0R<t. KSP^RB^ 1 ^©fUfflJK 
!lglt J:«f iJffl^Ji^tt 8 0 RtSB^* nTt^«„ 

[0 2 2 1] 7-f-;UK4(Cti. Zl^T^V'^'T^'— Si 5© 
T^'-^iS^^ai 5 2 tcfctt^lf ^BfP^li 1 0»Tfe 

$i«(i2 2 5MBT»*«bi£a53-nTU^^o $ 
fc. =1>7^>*>X-^I51±. MPEG-2®*&«TEIS*tl 
Tt^^tTx^tT^— SiT'^Us 3Mbps©|£3MjSJS*f«S5R* 

[0 2 2 2] y^-)V\^-5lzlt. 7=-r'J'St)\^m^(D^m 

zrUXAliDES. j3J:l>'Bg^{b<7)7=^— Si^ffiliS 1 2KB 

[0 2 2 3] ^-f^pyp-b-y-y-l 8 2A'«/^5r-^5 



-■ Si5lCiBiiS*nTL^^P^SA^S. T^'-^S^^SI 5 
Sx— Si«jlli$)g«3MbpsT'»«<tSa-r«o ■€-©fc 

1 6 3 tcga?* n^jiftSA^anf jaisfl)*^7fe*ii^. st 
^{b«is:?'p-v?i 6 3*\ ^iST^-^ffls-r^ci:^ 

prtlTfe^<tIgi8r*= tZL^t\ ^'T^PT/P-tr-y+f 
182(i, =l>7">'>x-'Si5®Bi^^b:;^P->'57lct±. 
x-r v>'Sivl/»**M\fl)ll5-nTt^*fc46. x-f v-'iSi^H* 

'>T^— Si 5 ^©Sf ^ d i: ti^pfSgT-S ^ ^WeBrT 5„ 
[0 2 2 4] ±a5Lfc;><^ix-4i3fccfcO=4a)«^i:lll 
r]>hP-5i 6 2g#ic<i:y. a>hP-^i 
6 2©V7 hr^xT'^P-bXA^^fRfflSSti: LT^Ilis* 

v-r-^pyp-tr-y-y-i 8 2ti. V7h'>x7'^p-b 

«o 5 1 2KB©BS^^bT'— Sift 

??a LT^.^'56^g6^^Bi^^^bj^ls:?■p i 6 3 tciisa 

[0 2 2 5] ^-WSlv =l>7^vyx— Si5*':§{i*n/= 

Jf^. =i>7^>'yx--si 5©ai^iiiiiSjaisi±. 3>hp 
—7 1 6 2icJ:*J5^iH*n. Bi^<bj(flS:? p-y<7 1 6 3 

:rp-tr7.^*7^^•v*■^;^SS©«6lI^^T3o J.)(±<o??a 

[0 2 2 6] V7 h'?x7':rp-bX6\ x-r-:/^i;i/S«i 

Bg4t<bj!aS:?'P 1 6 3tCj*LTTIE5aS^«til 

[0 2 2 7] Bg^{bjais:?'p-y^ 1 6 3«. =l>hP- 

^ 1 6 2 6-6TIE«lS*SiaiLfcl'©aiH]*gltlXofc 

ti^s mm(Dmm^y^'y>:L}<=E'j 1 s sicibiilt 
«ia*i^7-r«o iBii*nycffls<D««ii. '4kB. mm 

[0 2 2 8] STB1 5 1 M2 8^C^^ryt^9' 

- -Si 6 IC S =1 > T^— Si 6 LfcJ*^® 
5QS^e•^L^T1^^0^•r5o <ife46tc, p«-Six— Si6lcot>T 
aMB^r^o 7-f-;UF17iM:7^--;i/K4<DiBa!li, |g| 

2 7<D;><5it'— SiSil^— T-*y. ^OlJlB^li. iSH. 

[0 2 2 9] 7-f-;l/K5tC{i. v'^;^«^b®^fil6 
Z/UJUXAttDSA. P>x>'yx-^ 6<OBg4i-<b7'7U 
dT'JXAli I DBA (Internationa I Data Encryption Algor 
ithm). VBmt(Dv'-'SimiiLlt5 ^ 2KBT-$U. Bg^^b 

:?p -j^sicT^-r 5>"4i Ji^»^.6''^^^lJD^ nTt^* tiBSi* 

[0 2 3 01 ?'r^P:7P-b-y-9-1 8 2*»V^ix-^i6 
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[0 2 3 1] ^-t^ai. V7 h'?x7':/p-t:Xi::J:^=i> 

2ii. saai^^^T^— j'S^^si 5 2ic«3M-r?.„ 

[0 2 3 21 i^CtC. STB15 1*>\ ^29\,Zwit3t^9 

V'T'j'pyp-b-ytn 8 2^DS^ls^^oL^TS^0^•r*„ c 
^D^J^c^it^T^±. eg^^biasT^py-? 1 6 3ti. p>7" 
>*>7=^— 7(D^t■^^^lSJ.x^^^^:^ ^co'jTii^'St^ixiDM 

t^^i■r^o $rc. Bg^^fb^ais^p-y? 1 est*, ^i-gp 

RAMI 6 5lCgffitJ:7'^-b7.-r*c:t6''prfilTife-5<!:-r 

[0 2 3 3] t<;>lZ. ^'T-J'P^P-b'y+J-l 8 2«. 
g|J-j7P-y'?^WLTL^*<!:-r^= F«9a5^ P -y-^lc^fe 

^>r-?P3^pHz-yy-i 8 2t±. m^(D^?srsmi:\ 

«lS«Jt<ftLrc=l>hP-^1 6 2 0!>V7 h':»x7':rp 

7 icoL^TSiB^r *c 7 -r F 1 Tbmy -< -yl/ K 3 . 
j5<fct>":7-i--;UF5£7DtBjil>tis 1212 7(D^^t^— 5^ 5 <t 

[0234] 7-<-7l'K4lCti, P ? 7 

S^B#(g|» 1 0»T»»J, «5t^-^'»*3 0 OMBT'S* 
<tiHai*tlTL''5o P>-7V>yx— S» 7liMPEG2 
<D*S*8TEIiS-tXTt^5ti'x:tx-^iTfct)v 2. 5Mb 

[0 2 3 5] ■^'f'>^zf^■^z•yV^ S2Us y^^^-'^ 
7^gfiLfcJ«-&. ^^ix— 5'7lc|B5E3-nTt^*f^S 

3b^6. 7=^-^s^ssi 5 2^c^5t^T□>5'>"y7=^-"SI 

7«#?^-r5/j:«>l!:«e«35:T^-^'e2ljSffi«2. 5 Mbps 

T-&^<!rlglKt-^c t(Drc»t>. Bg^fbffiS^P ^ 1 6 

KS*tlTL^«. ^<Dfc46. Bi^bjlBa:?'P'y^1 6 3 
«lliEiiaS*i«S5R*tiTl^S<!:S8aiL. p>Fp— 516 
7©iJJSffiS*BiRr*« 

(0 2 3 61 T-f^P^P-b-y-y-l 8 2{4, »»jlflS© 



S3? i: i: t iCx p > 5^ v *;/ ? 7 ©ftiSiiem^^gPRA 
Ml 6 5<DP/f^(D7' KU;iSP^lcf53l|-r^3i::&$tSr 
So ^CDSI. P>7^>'>7=^-^i7A''x— SJ3j|§{i:?P-y 
1 6 1 tCjcUSffi^nfcJi^. PV FP— 5 1 6 2© 
V7 h'i7x7'yp-bX(i. p>7'>'y5='-'5! 7iDflf^fb 

[0 2 3 7] ^-C-^P^^P-t-y-y-l 8 21*. g^^aS© 
rtSPtcBBM^tlTL^Sf^gaJ-^P-y^tCty. Bi^<b5DrS 

:?'p-y^i 6 3<DF«3gP5&S3b\ m:£B$p^sicii^7-r*<fc 

5 ic 1? A 7. ^ a - ; |g:£-r S il i: *f« pr«6T'36 So 
SaS:?~P v-5^ 1 6 3a)F^gB«ia©S$^B$P^tC. ^r|.g|?RAM 

1 6 5ic7''J'-tr;^-r-5o y7 h'5x7':7p-bxtts 

^uyu■\l'y■*)^^ 8 26^6^gPRAM1 6 5©mffi<7)7'K 
46. ^'T^pyp-b-^'+tl 8 2li. ^^a5RAM 1 6 5 ©R»T 

[0 2 3 8] ^'r^P:/P4»'y+>-1 8 2ti. ^gPRAMI 

6 5C0m^<D7' FUXSSd^Ss V7 F ■^x7':/P-bX 
<i: S P Vt^ > >y 7=^- ^ 7 & <h 

t^«:L^tKaiLfcJS^. P>hP— 51 6 21C. 
S3b^S5RaiUlc||'<5*tiTl^^l^s:<!:^iiHl-r«o 
ai. P>FP-51 6 2l4ji[lS^J^7rSo 
[0 2 3 9] *5IP^«T^-<i/^»;Ux— Si^SBSr 
S«l>!735:SKlc®ffiDrtETfeSo l.)(±«D^Jlcfcl-^Tl4. 
P^T^VyT^— 5t<D^«ijlQStt. STB1 SICDP^gPlcSe 

ss-nzt^sif fBsasgptcSK LTffls-r s .t t l/c 

3b\ IEEE (The Institute ofElectrical and Electron! 
cs Engineer, Inc) 1 3 9 4S<t:(Djl'fl-1'>^"7i— 7. 

Sl:(Dila(<:iBS;^nTl^StlNBffiS§l!(c^»fflS%Sgt 

[0 2 4 0] ±gSLfc— iSwjiQSli. /N-Fr^iZlcJ: 

*-a:sc:<tt. — jl©5ns*y7 F-J^xT'ic.tu 
ll^T^••^^•sJs^^c^i. ^©y 7 f -i? i z^mr s 7p 
■jf5Ati\ sffl<©/\- F';7i7'ic«a3f)i$nTL^sp> 
fcfzi— 51, *a©7''p^f-7i**-rvxF-;u-r 

iRffl©y\°-y:^;UP>t:°a-^-¥>. STB1 5 135:<t:tc. 

[0 24 11 03 o«. -a©jl£ls*ll^f■rsy7 F-i; 

xT'AVVX h-;l/*tlS/\°-y:^yUP>tfzL— S?2 0 
1 <D«fil6#J*^LTC^So /\°-y:^;l'P>fc:°a.— S? 2 0 
1 lix CPU(Central Processing Unit) 2 1 1 Sj^gSLT 
L^So CPU2 1 1 lCliy^X2 1 4*^LT. Aaj^-fV 
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7.<fcU&^A:^g|52 1 6. jiaSIS«<t: LTcDmiiS^ 
m^^tiitir^iiiti^2 1 7. SQSieJBi LT©iii«« 
S5^-r57=^-i'XyH'%<t:J:U%^«5^a52 1 8. ZTa 

55:<!:J:t»«:«IB1igP2 1 9. LAN(LocalArea Network)-¥> 

&«ii^gP2 2 0. fcj:t>\ mfi^^x-yiii (ya 
t°x-f X^^-gfe) s il6x'rX-?2 2 3 (CD-ROM(Com 
pact Disc-Read Only Memory) , DVD (Digital Versatile 
Disc)^$t,-) . ^m^T'^X^llA (MDCMini Dis 
c)*^t,-) ^ tL<t*¥»i*ytU 2 2 5fe<t:'tDfBSJj« 
fttcJstLTT^— S^^^^^^r* K^-<:?'2 2 1 Jb^S«E 
^nTL^^c /^~X2 1 4tcti. ROM(Read Only Memory) 
2 1 2fcd;0-RAM2 1 3t)^mm-^tlTl^^. 

[0 2 4 2] -mcoinm^^frr^vybOjiyit. m 

2 2 4. fcJ:y:¥SI<*y t 'J 2 2 5 lcffi«*tlfctt!8T- 
/\-y:^;l/=i>t°a— ? 2 o i tc««&jn> K^-Y^^ 
2 1 ICJ:oTS63ftb*nT. fB1tSP2 1 9lC|*3ja#nS 

/\- Kxvx-? K-7-r:;^tc-<>x h-;i/*n*o leitSP 
2 1 I — ;i/S-nTt^«x->>"i> hyp-i?'^ 

ic3Rrjs-r*cpu2 1 1 ©ji'feic.fcoT, iBitgP2 1 9*^ 

[0 2 4 3] *B^«l»^e^5t^T. IBSSitWJllBS 

[0 2 4 4] $/c. *R««B»^Ci5l^T^ v';^xA<!:tt. 

So 

[02451 

IfSiilflS;^^. fcJ:lffBSJi«:©7P^^5AlCcfctitt\ 
[DStDfiSm^KtB^] 

[|gi 1 ] '<^.^<r>'<^^\.s i totifi£cy^5^-r -^^ 
[E12] *«^*afflLfc7^— Sfjaa-vxT^AflDflifiEffii 



[1213] 7=^-- s»jii<i^ii©jais*sa^r*7P-5^-\'- 

[05] X— 5JS«S«<7)fi!ia^lttB^-r«l213©gE*© 

[|gi 7 ] zi >x>'>-y— 7\o3«!^^j^^-r:?p 
[08] 9—»9mi}cMm.oimmis.mm\^7Tityu'v 

[091 -9— t;x+t-/^©lifiE«iJ^5^-r:^Py'?0T'ife 
[01 0] M-£O«fiE«iJ*gir:?'P<>-5'07-fe 

[0111 mm^mi^<r>mmm^7i<ryu-j^wz'S> 
[012] -t H H y ^ 7.(om^m^mry'n -y 
[013] vm\mmyu''j<?(ommmmm^m-y 

□ <yj7 0T-SS= 

[014] llg#<kj4iS:?'P-y'?A't3M§fiT5x— Stffj^ 

[01 5] n>x>*y9--/^©tea%ittB^r«7P-^ 

[01 61 aVxWtt- /W^EKTSy^ix— S'tDfilJ 

^5^-r0T-s5c 

[017] =i>x>>y-y— /^A'^iSffr^x— sitD^?!-- 

h«ocy5-/T;-r0T'*«o 
[01 81 ^-\£7.yutu ^(mm^w^r^yu- 

[01 9] +t-e7.+t-/W^fiE-r*;'<^x-^©fi»J* 

[0 2 0] /<©fiEffi«iiiiii©«^Tais«i»^-r 
[02 11 /<o«ffl«it?8©%?Tifta*iJiwr 

^01 9OM*07P-^-\'- hTS^o 
[0 2 2] fi|ffl*t1f$BW0<J^.T^r0T-*5» 

[023] -tr •> M> y <?7.(D9!m^mmr^y P 
[0 2 4] -b-y h h y •:7;^©ftis«ittB^rs02 
[02 51 -b-y H h'>y?i?-y^:^<Djitta«ittB^-r«02 

[02 61 X— S^W^^-^-y h<D«lJ*iftB^r*0T'fe 
[02 71 ^^Jx— 5i©«y«^5^r0T'*«c 

[0281 3t^9-'^ amom^TTCtmz't&^o 



(19) 



1^882 0 0 2-6 3 1 4 7 



[03 0] ji-v^ii/z^ytiiL-^commm^^^rya 

2 1 2 2 ^^yhrP-<7, 2 3 

T'-^^mmm., 4 1 7^-^s«gp, 4 2 7^- 

^ffiSWWSP, 4 3 ^I^ftiSgP, 4 4ltllSP, 

4 5 x-^fBitsp, 5 6 fmm<^^. 1 5 1 

h h^yy*t^>^X, 1 5 2 x-^^S^^M. 



161 y'-^m^mya^y^, 152 =i>hp- 

^, 163 ^mmmyay^, 164 
i^ii^^g, 1 6 5 il-gPRAM, 1 8 1 AtBi^-r 

>^?7x-;^:/p*>^, 182 -^^^uyu-^y 

183 RAM, 184 ^l&^myu-y^, 1 
85 :7^^yi/:i><^ 186 Bg^^bfiiSgP. 

1 8 7 Bi^^kiaa+f p i 8 8 t^v s^^^ 

;l/S«.S^IiE+t:^3?P^y^7, 189 n^i/^yumVcU^ 
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1 {K^SI 

J 



5 

2 



IS-' RAM 



11- 



-16 



-17 



3> hP — ^ 



-14 



[|g|2] 



32 

i_ 



— r- 

31 



1" 

33 



34 



21 "f-^mniaL 




42 



44 



41 







itir« 























43 



45 



23 7^-4»ftfllM 



[mi 4] 





37 -;u K2 




7-i'— yt-KA 


3? ^ — ;b K 


7 -r — K 


7 -f — ;u K 
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[|g|3] 



14] 



SI 



S2 



l#s 



53 



S4 



S6 



(4-1) 



S11 



< 



S12 



MS 

^S16 



N$13 
/NO" 



1 



I 



S14 



SI 5 



S20 



1 



S18 



S21 



S19 



-4««ia««H»littJr«l:: 



S22 



[BI6] 



II 1] 



51 



53 



152 



52 













■9— /\ 











54 



57 



58 




22 %vV^-*? 



55 



1 fc- 











56 



151 



56 
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[IS5] 



1 5] 



(4-2) 



1 



S23 



nfe 



I 



S25 



S26 



S27 



lYES 



NO 



S29 



S30 



1S41 



1S42 



1S43 



■1S44 



1S45 



[07] 



71 

i 



72 



76 
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[08] 
74 T=-4rM^bttB: 



93 


d4 























S[5 ie-^<fc«ka:3^n«-/^ 











i 




t 


i 
















9^6 




9V 


98 



111 



[139] 



112 



mmmm 



116 



113 



114 



■9— ex-»-/< 54 



II 7] 









Bt-^^b*fe 


rt^^biUte 
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131 



132 



133 



134 



lis 



A 58 



II 2] 



8] 



-by hhy::^7t<';/»X 151 




S61 



I 



S63 



S64 



YES 



as®-' 
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II 31 



163 ■6#feflig:^ay^ 



181 

\ 



183 



RAM 



184 



185 

_i_ 

>=E'J 



182 

186 lf«4b«i]l«»'^ 



188 



189 



6] 



>uK1 


-? -f — K2 


7<— JUK3 




7< — ;uK5 


3>f>7^pyW$riD 2 

D>-T'>^yIO 1 

I^IB 


2 iiu«y 


1 V20 

2 ¥100 


<Jt7=-"$» S 57. 6MB 
MPS 

H^i^fSL 128Kbps 


Ift^fb DES 
^-^ mtt 64KB 



(A) ^^"r-^y 





•7 ^ — JU K2 


;u K3 


;UK4 




□ >f>y^D/WyiD 2 

□ VT-^U/ID 2 

I^IB 


1 ;ih'j-=>y 

2 Kt>«ty 

3 niBiiui^ 


1 ¥20 

2 ¥100 

3 ¥50 


fi^Bfn 10$^ 
l»T^~^» 300MB 
HPEfi2 

4Nbps 


•r'<e?5;U«fi DSA 
Ift-Rfb DES 
5> mtt 256KB 



(B) y^ix-^ia 



[^2 2] 





7 -f — K2 


:7-f— ;bK3 


— ^l'K4 




3>fV7:^n>W4fiD 2 
a>T->':/iD 1 
^mn^am 2000^ 

I^IQ 


1 xhg-5>^ 


1 V30 
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J|tM2 0 0 2-6 3 1 4 7 



m^ 9] 





y < — K2 


7<— ;uK3 


7 ^ — yu 


y < — yu K5 


D>-T->':/ID 


2 J|L^«^y 


1 ¥30 

2 ¥150 


ItT^-^a 57.61© 
MP3 

lEiHiSS 128Kbps 


f-fv^/l^** DSA 
Ift-q-fb DES 
7=—^ mtt 64KB 


(A) y^Tf-5»3 










y Y -;u K5 


•t^-e:^^a/<^jfID 2 

»f-*ffrtHlt 2000^ 
^H2B 


1 ;^h'j-5>e^ 

2 HL^ay 

3 HiRnftl^ 


1 ¥30 

2 ¥150 

3 ¥80 


H^i^m 10^ 

^-^f»^ ypEfi2 
i^as 4ii)p« 


^^^y^iim^ DSA 
lft-(3^<b DES 
■r— ^ l|Ltt 2S6KB 



(B) >^x-^i4 



[EI20] 



12 11 



(20-1) 



^ps ^ 



I 



S82 



583 



S84 



^885 



7 



(20-2) 



1 



$86 



7 -t: >X»S(^ Sl^ilKlz 



^a»K«f ::g^S»teg gg^T ^ 



S88 



S89 



591 



YES 



NO 



S92 



127] 



7<— yuKi 


7 -f — K2 


7<— Jl/ K3 


7^— yb K4 


/UK5 


>$f->f^fitHB| 2000^ 
1^2B 


3 mrsiMi^ 


1 ¥30 

2 ¥150 

3 ¥80 


»T*-*« 225ie 
Tf=-^»3C BPEfi2 

lEiSitlE 3Mbps 


"ri^^ivm^ DSA 
iWfb DES 
7*— 5«l|ltt 512KB 
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124] 



(23-1) 



T 



S101 



IS102 



I 



SI 03 



,S104 



JE^^ 



T 



S105 



lYES 



1 



S107 



(23-2) 



1 



YES 




S109 



=1> hp— ^It 




l^-— /^fczj^- 






il S1 10 

















i?p:/D-tr';/i^-lia> ha— 7lc 



sill 



]S112 
S113 



V7 h't^zLT^P-tXiJ-y^^PZ/P-b-y-y-lr 



125] 



S11S 



C23-3) 



1 



■7>r^^P:fP-lr'y-9-fi 
V7 K'tyxTl^P'trX^tttE^ff 7 



$116 



^|es 



S116 



3 > h □ — 7 (i-y-- e X 3f p / 4^ iz 



X- ^» 3^ ft « :^ p :y ^ Atftffl L fc 
v:7 h^x7:^PirX(::<fe'J^lti[fliqi»tL^ 



S119 



SI 20 



S121 
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126] 







512KB 





1281 



■7 < — K1 


:7-f— JUK2 


7<— 




/l/KS 


f-ez?p/WifiD 1 

□ >T->»>ID 1 

1^2Ei 


1 XKU-5>5^ 

2 iiuay 


1 V30 

2 ¥150 

3 ¥ao 


lafcT^—J* 1: 300« 
yPEG2 

l^itK 2. SIfcps 


■rYe;^/l»« DSA 
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